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ATTENTION/DISCLAIMER

The purpose of this Committee Meeting is to discuss and make recommendations to
Council about items appearing on the agenda and other matters for which the
Committee is responsible. The Committee has no power to make any decisions which
are binding on the Council or the Shire of Mundaring unless specific delegation of
authority has been granted by Council. No person should rely on or act on the basis of
any advice or information provided by a Member or Employee, or on the content of any
discussion occurring, during the course of the Committee Meeting.

The Shire of Mundaring expressly disclaims liability for any loss or damage suffered by
any person as a result of relying on or acting on the basis of any advice or information
provided by a Member or Employee, or the content of any discussion occurring during
the course of the Committee Meeting.
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1.0

1.1

1.2

AUDIT AND RISK COMMITTEE
COMMITTEE ROOM, 7000 GREAT EASTERN HIGHWAY, MUNDARING - 4.00 PM

OPENING PROCEDURES

The Presiding Person declared the meeting open at 4.03pm.

Acknowledgement of Country

Shire of Mundaring respectfully acknowledges the Whadjuk people of the Noongar Nation,
who are the traditional custodians of this land. We wish to acknowledge Elders past,
present and emerging and respect their continuing culture and the contribution they make

to the region.

Announcement of Visitors

Nil

Attendance/Apologies

Members

Staff

Apologies

Absent
Guests

Members of
the Public

Members of
the Press

Mr Craig Wilkinson (Presiding Person) External Member
Cr James Matrtin (Shire President) (arrived 4.30pm) South Ward
Cr Paige McNeil (Deputy Shire President) Central Ward

Cr Doug Jeans
Mr Tony Wittcomb
Ms Rachael Green

Garry Bird

Liz Nicholls (via WebEX)
Maureen Gerlach
Andrea Douglas

Stan Kocian
Jonathan Throssell
Cr John Daw

Cr Karen Beale

Nil

Nil

Nil

Nil

Central Ward
External Member
External Member

Acting Chief Executive Officer
Governance Co-ordinator
Manager Human Resources
Minute Secretary

Manager Finance and Governance
Chief Executive Officer

East Ward

West Ward
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2.0

3.0
3.1

3.2

4.0

5.0

ANNOUNCEMENTS BY PRESIDING MEMBER WITHOUT DISCUSSION
2.1 Cr Cuthbert Resignation

Cr Cuthbert tendered his resignation to Council and it is worth noting as Cr
Cuthbert has been a member of the Audit and Risk Committee for the past two
years and his input has been extremely valuable. The Presiding Person wanted to
thank Cr Cuthbert for all his work and wish him all the best for the future.

2.2 Deputy Chair Position for the Audit and Risk Committee

At this stage this position can be left vacant until after the Extraordinary Election to
be held on 1 July 2022 where a new Council member will be appointed and it will
give them an opportunity to be on at least one committee meeting of Council.
Once the position is filled we will elect a new Deputy Chairperson. In the
meantime, should the Chairperson be unavailable for a meeting, the remaining
members of the Committee can elect a chairperson for that meeting.

DECLARATION OF INTEREST
Declaration of Financial Interest and Proximity Interests

Elected Members must disclose the nature of their interest in matters to be discussed at
the meeting (Part 5 Division 6 of the Local Government Act 1995).

Employees must disclose the nature of their interest in reports or advice when giving the
report or advice to the meeting (Sections 5.70 and 5.71 of the Local Government Act
1995).

Nil
Declaration of Interest Affecting Impartiality

An Elected Member or an employee who has an interest in a matter to be discussed at the
meeting must disclose that interest (Shire of Mundaring Code of Conduct, Local
Government (Admin) Reg. 34C).

Nil

RESPONSE TO PREVIOUS PUBLIC QUESTIONS TAKEN ON NOTICE
Nil

PUBLIC QUESTION TIME

Procedures for asking and responding to questions are determined by the Presiding
Person and in accordance with the Shire’s Meeting Procedures Local Law 2015.
Questions must relate to a function of the Committee.

Nil
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6.0

7.0
7.1

7.2

7.3

CONFIRMATION OF MINUTES OF PREVIOUS MEETINGS

COMMITTEE DECISION ARC1.04.22
RECOMMENDATION

Moved by Cr McNeill Seconded by Mr Wittcomb

That the Minutes of the Audit and Risk Committee Meeting held 22 February 2022 be
confirmed.

CARRIED 5/0
For: Mr Wilkinson, Mr Wittcomb, Ms Green, Cr McNeil and Cr Jeans

Against: Nil

PRESENTATIONS
Deputations

Nil

Petitions

Nil

Presentations

Nil
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8.0
8.1

REPORTS OF EMPLOYEES
Review of LGIS Safety and Health Assessment Report 2021

File Code HR.OSH 4.4 - Safety Audits

Author Amanda Gradisen, OSH Officer

Senior Employee Garry Bird, Director Corporate Services
Disclosure of Any Nil

Interest

Attachments 1. LGIS Assessment Report of November 2021 J
SUMMARY

In September 2021, the Shire’s insurance provider, LGIS, undertook a safety and health
review with the Shire. The LGIS Assessment Report of November 2021 is attached
(Attachment 1).

This paper highlights recommendations made by the LGIS assessor and further
recommendations to enhance the Shire’s health and safety management system.

BACKGROUND

The LGIS safety and health system review methodology uses the criteria of the WorkSafe
Plan, an auditing tool provided by WorkSafe WA to assess safety and health management
systems within an organisation.

However, LGIS applied its own rating system to the assessment it undertook for the Shire,
consequently making its audit outside the formal WorkSafe certification scheme.

The purpose of the LGIS safety and health audit is to work collaboratively with the Shire to
drive safety performance and minimise claim exposure.

Assessment OQutcomes

Five elements were assessed: Management Commitment; Planning; Consultation and
Reporting; Hazard Management; and Training and Supervision. Each element has a
standard that describes the performance expected as well as a number of indicators that
are used to measure the extent to which each standard has been met.

The Shire achieved an overall score of 84% (range = 81% to 90%) for the 2021
Assessment Report.

For more information on the overall scores for each element, please refer to page 2 of
Attachment 1.

Table 1: Overall Findings of Indicators

Findings Indicators %
Satisfactory 60.5
Insufficient 31.5

Ad Hoc 7.9
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Note:

. Satisfactory — The Shire satisfies the requirements of the criterion and has not gone significantly beyond it.

. Insufficient - Documentation exists however there are gaps in the OHS Management System documentation, their
implementation and/or the evidence that shows that the criteria hasn’t quite been met.

e Ad hoc - The Shire has not met the criteria due to evidence being sporadic and ad hoc.

Graph 1: % of Indicators Receiving a ‘Satisfactory’ Finding for Each Element

Percentage Satisfactory Rating

Planning

Consultation and
Reporting

Management
Commitment

Element (Category)

Management

Hazard Training and

Supervision

Hazard Management (42.8%) and Planning (55.5%) were the lowest scoring elements.
Followed closely by Consultation and Reporting (57.2%).

The LGIS Assessment Report (November 2021) made a number of recommendations for
indicators which had a finding of ad hoc or insufficient. These are detailed in the table

below.

Table 2. Assessment Findings and Recommendations for Elements Rated

Insufficient or Ad Hoc

LGIS Recommendations

1.0 Management Commitment

Ad hoc - Element 1.1

There is a documented safety and health
policy that is reviewed on a regular basis.

The CEO should review the policy and
endorse it by signing off, and the policy
should be reviewed every 12 months.

Insufficient — Element 1.3

The Shire identifies and monitors safety and
health legislation, codes of practice,
guidance notes, agreements and guidelines
relevant to its operations.

The Shire should develop a legislation
register to identify all requirements in one
location.

1. 2.0 Planning

26.04.2022 AUDIT AND RISK COMMITTEE CONFIRMED MINUTES




Insufficient - Element 2.1

The Shire’s approach to safety and health
management is planned and reviewed.

The Shire should develop an OSH
Management Plan with clear and specific
goals and targets.

Ad hoc — Element 2.3

Arrangements are in place for people with
special needs.

The Shire should formalise the process
currently in place for arrangements with
workers with special needs. Managers
and supervisors should be given training in
making arrangements for persons with
special needs.

Insufficient - Element 2.5

Policies and procedures for engaging and
managing contractors are in place.

The Shire should ensure processes are in
place to facilitate monitoring of contractors
and the procedure should identify methods
of consultation with contractors. This can
include regular meetings, attendance at
toolbox talks or guest attendance at OSH
Committee meetings.

Insufficient - Element 2.7

The Shire’s procedures, work instructions
and work practices reflect current safety and
health legislation, standards, codes of
practice, guidance notes, agreement and
guidelines.

The Shire should review all procedures
regularly to ensure they remain current,
and include in each procedure and policy a
section identifying all related legislation
and standards.

3.0 Consultation and Reporting

Insufficient - Element 3.1

There are agreed procedures for
involvement and consultation with workers
on safety and health issues.

The Shire should review the OSH
Committee TOR in consultation with
workers annually to ensure they remain of
value and ensure that all meeting minutes
are recorded.

Insufficient — Element 3.5

Workers or their representatives are
consulted regarding management of
hazards in the workplace.

The Shire should ensure that identified
hazards are risk assessed and controlled
in consultation with workers.

Ad hoc- Element 3.7

Consultative and reporting arrangements
are regularly evaluated and modified where
required.

The Shire should review consultative
arrangements annually and ensure that
procedures are reviewed regularly. It is
also recommended that workers be
surveyed annually about suggestions to
improve consultative arrangements.
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4.0 Hazard Management

Insufficient — Element 4.2

Work environments are regularly inspected
and hazards identified.

The Shire should develop and maintain a
hazard register for its sites, and increase
the frequency of workplace inspections to
monthly.

Insufficient — Element 4.3

Work activities are analysed and hazards
identified.

The Shire should develop methods to
ensure that workers are completing tasks
safely and have identified or have the tools
to identify all hazards associated with an
activity.

Insufficient 4.4

Risk assessments are undertaken on
identified hazards.

The Shire should develop hazard registers
for its sites, and ensure that workplace
hazards that are not associated with
specific tasks are formally risk assessed.

Insufficient 4.5

Hazards are prioritised and controlled using
the hierarchy of controls with regard to the
identified level of risk.

The Shire should develop hazard registers
and identify controls for the hazards in the
register.

5.0 Training and Supervision

Insufficient 5.5.

Training is delivered by people with
appropriate knowledge, skills and
experience.

The Shire should ensure they have a
formal method for workers to evaluate
external training providers.

Insufficient 5.6

The training program is evaluated and
reviewed.

The Shire should review OP20 — Learning
and Development at least every 2 years.

COMMENT

As noted above, the Shire achieved an overall score of 84% for the 2021 Assessment
Report. This indicates the Shire is performing well in some elements of workplace safety
and health, however, a number of gaps and areas for improvement were identified,

including:

e Consistency - The 2021 LGIS Assessment Report identified that 15 out of 38 indicators
had a finding of being either ad hoc (3) or insufficient (12). Therefore, approximately
39% of the indicators did not meet the minimum occupational safety and health
requirement. Anecdotally, it was noted during the assessment that the Shire received
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a satisfactory rating for some indicators due to some sites or services providing strong
evidence whereas this may not have been consistently demonstrated across the Shire.
Hazard Management - the lowest scoring element. Identifying hazards, assessing
risks, implementing risk controls and monitoring / review of controls underpins safety
and health programs. While more work is required in this area, a risk register has been
developed for hazards that have been reported to the OSH Officer. However, further
work may be required across sites.

Planning - identified as the second lowest scoring element in both the 2021
assessment and in the previous LGIS assessment undertaken in 2018. While some
progress has been made in addressing the recommendations, there are still areas
where further action and development is required. This may be attributed to actions
being broad in the scope of work, requiring longer term planning and realistic
timeframes to complete based on available resourcing. In addition, both the 2018 and
2021 LGIS Assessment Reports made a recommendation for the Shire to develop an
OSH Management Plan. This will require considerable work and also buy-in, support,
drive and commitment from a number of parties across the Shire. Undertaking a
consultative process to develop this Plan, including identifying and assigning lag and
lead indicators to supervisors and managers may assist in gaining this buy-in.
Contractor Management — a number of services utilise contractors. While contractors
from labour hire companies are potentially easier to manage from a safety and health
perspective, management of contractors that fall outside this scope is more complex.
Although a body of work has already been undertaken in relation to contractor
management further discussion and stakeholder input is required in this area.

Formal Safety Management Recognition — As noted above, the Shire’s performance
was assessed using the LGIS methodology and scoring system. While the Shire
received “silver” recognition by LGIS for the 2021 Assessment it was recommended
that it does not make application for a WorkSafe Plan Certificate of Achievement for
another two to three years. There were a number of reasons for this recommendation.
Firstly, the auditing process to gain recognition through WorkSafe Plan Certificate of
Achievement audit assessment is more intensive and extensive than LGIS’s
assessment which was undertaken. Secondly, the Shire may need to develop and
implement more robust systems or other requirements to fill the gaps that it may have
such as information capture, management (eg version control) and
dissemination/communication. A safety management information system would
greatly assist in addressing a number of the gaps identified. A business case to
purchase/develop an appropriate system will be prepared in the near future.

It is understood that the use of a business process/quality management system
(Promapp) is being investigated separately and this will be taken into account in
assessing any options for a safety management system.

Legislative changes - in March 2022 the work health and safety legislation took effect
and arguably there is more rigour and prescription around the legislation, codes of
practice and guidelines. Consequently, the WorkSafe Plan audit tool may also be up-
dated to meet the up-dated legislative requirements. Therefore, there may be further
safety and health action requirements the Shire may need to take into consideration.

26.04.2022 AUDIT AND RISK COMMITTEE CONFIRMED MINUTES
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Management Response

At its meeting on Thursday 3 February 2022 the Executive Leadership Team (ELT) noted
the LGIS Assessment Report and recommendations and endorsed the following actions:

1. Development and implementation of an OSH Management Plan, which includes
Shire objectives and strategies.

2. Development and implementation of an OSH Action Plan. This Action Plan to be
developed by the OSH Committee with ELT to provide priority of issues. This plan
should consider addressing the recommendations from the 2021 Assessment
Report, outstanding items of the 2018 Assessment Report and other relevant health
and safety gaps aligning with the new legislation.

3. Establishment of short-term working group/s to achieve specific action items and
these items form part of the KPIs of those involved.

4. Identification of and, where possible, provision of additional administrative
assistance, both short term and possibly longer term e.g. to maintain registers.

5. Provision of adequate resources as identified in the OSH Management Plan and
OSH Action Plan.

6. Investigation of safety management software bearing in mind the possibility of
integrating this with the business process/quality management system (currently
under consideration) if adopted.

7. Review of where WHS documents and information is filed and stored across
services area and implementation of a file structure that is consistent and
accessible.

8. Development of KPIs for executives and management to drive health and safety
through the Shire.

STATUTORY / LEGAL IMPLICATIONS

e Work Health and Safety Act 2020
e Work Health and Safety (General) Regulations 2022

This new legislation is more prescriptive than the former occupational safety and health
legislation. The focus of the Work Health and Safety legislation is maintaining a working
environment where people are not exposed to hazards. Identifying hazards, assessing
risks, implementing risk controls and monitoring / review of controls underpins the
legislation.

POLICY IMPLICATIONS

The Shire’s Occupational Safety and Health Policy, OSH-01, will require review. In
addition, Statute reference in the Shire’s Risk Management Policy, 1S-01, will need to be
updated.

FINANCIAL IMPLICATIONS

Since approximately 39% of the assessment elements did not achieve satisfactory ratings,
this indicates that there is a substantial body of work required to ensure the Shire
continues to meet minimum work health and safety requirements.
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To develop an integrated and strategic work health and safety approach across the Shire
consideration needs to be given to the provision of adequate human, financial and physical
resources.

This may include allocation of time and management of workload of employees involved in
safety-related activities; identifying and setting realistic timeframes for work to be
undertaken; allocation of adequate financial resources for purchase of equipment and an
appropriate safety management information system and provision of safety-related
training.

It will be difficult to determine the overall cost until a systematic approach and plans are
established.

STRATEGIC IMPLICATIONS

Mundaring Strategic Community Plan 2020 - 2030

Priority 4 - Governance

Objective 4.4 — High standard of governance and accountability
Strategy 4.4.3 — Risks are well managed

SUSTAINABILITY IMPLICATIONS

Workplace health and safety is an integral component of maintaining organisational and
workforce sustainability.

RISK IMPLICATIONS

Risk: Compliance, Financial and Reputational

Failure to meet safety and health requirements exposes the Shire or individuals to
potential non-compliance and / or litigation, financial loss and reputational damage.

Likelihood Consequence Rating

Possible Extreme High

Action / Strategy

Ensure:
e The approach to workplace health and safety is strategic and systematic.
e Consultation with Health and Safety Representatives, workers, OSH Officer,

Management; and working in partnership with LGIS.
e Commitment and accountability of both workers and management.

EXTERNAL CONSULTATION

LGIS undertook its independent three yearly member assessment in safety and health in
consultation with a number of employees across the Shire.

COMMENT
Please refer to the Comment section provide on pages 4 and 5.

In conclusion, the Shire is performing well in many elements of workplace safety and
health but further action is required. Council will receive a further report outlining plans
and resourcing implication in due course.
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4.30pm Cr Martin arrived at the meeting.

VOTING REQUIREMENT
Simple Majority

COMMITTEE DECISION ARC2.04.22
RECOMMENDATION
Moved by Cr McNeill Seconded by Cr Jeans

That the Committee:

1. Notes the LGIS Assessment Report and recommendations made in the Report
(November 2021) (Attachment 1);

2.  Notes the recommendations endorsed by ELT; and

3. Notes that the agreed OSH Management Plan and OSH Action Plan will be
presented to the August 2022 Audit and Risk Committee.

CARRIED 6/0

For: Mr Wilkinson, Cr Martin, Mr Wittcomb, Ms Green, Cr McNeil and Cr Jeans

Against: Nil
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Attachment 1 to Report 8.1

Y/gg

3 Steps to Safety

Step One — Assessment Report

Shire of Mundaring

November 2021
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Attachment 1 to Report 8.1
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Attachment 1 to Report 8.1

INTRODUCTION

The 3 Steps to Safety program was established to recognise and meet the needs of Local Government
with the aim of driving safety performance and minimising claim exposure. This report is the outcome
of Step 1 of that program. The next steps are included at the end of this report.

Program Summary

Step 1 — Assess Step 2 - Plan Step 3 - Action

System review
against the Agreed OSH Action
requirements of plan is developed.

Local
Government
who are
performance

OSH Action Plan
implemented by the Local
Government, with
assistance from LGIS OSH
Team & RRC. Action plan
implementation is verified
by LGIS OSH team and
Regional Risk Coordinator

the WorkSafe The action plan is
o ey Plan or AS4801 & agreed to & signed
established yvu:kpl-._ue off between the
policies & inspections Local Government &
procedures selected work LGIS

areas

Verification Report

The purpose of this report is to provide the Shire of Mundaring with a summary of the assessment
findings.

Verification Details

The verification activity was undertaken by Connor Zacha (OSH Consultant). The Shire of Mundaring
was represented by Amanda Gradisen, OSH Officer for the duration of the verification activity. This
report has been peer reviewed by Emma Horsefield (Safety Program Manager) at LGIS.

The assessment was undertaken on 6™ — 9" September 2021 The sites visited as part of the activity
were; the Shire of Mundaring at Administration Centre, Operations Centre, Bilgoman Pool, Mundaring
Library, Mundaring Arena, Boya Library and Children Services Midvale.

Assessment Methodology

All evidence for this assessment was examined and verified on site through examination of
documents, workplace inspections and interviews with representatives from the Shire of Mundaring.
The assessment was undertaken against the WorkSafe Plan using the LGIS scoring methodology.

Finding Score Definition

Satisfactory 3 The City satisfies the requirements of the criterion and has not gone
significantly beyond it

Insufficient 2 Documentation exists however there are gaps in the OHS Management
System documentation, their implementation and/or the evidence that shows
the criteria hasn’t quite been met

Ad Hoe 1 The City has not met the criteria due to evidence being sporadic and ad hoc

Unsatisfactory 0 The City cannot provide any evidence to support compliance with the criteria

3 Steps to Safety | November 2021 | 1
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Attachment 1 to Report 8.1

Limitations

This assessment was undertaken as part of the LGIS 3 Steps to Safety program. It should not be relied
upon for any assurance of legislative compliance. This assessment does not protect against
enforcement action against the Shire of Mundaring by any regulatory authority including WorkSafe
and, was not undertaken as per the requirements of WorkSafe for the purposes of a WorkSafe Plan
certificate. Reliance on this assessment should not be used to determine the Shire of Mundaring meets
WorkSafe requirements.

Disclaimer

This verification report was produced in good faith by LGIS to assist Local Governments and reflects
information that was considered accurate and reliable at the time of its publication. The employees
of LGIS shall accept no liability or responsibility for any statutory enforcement or legal action against
any Local Governments for reliance or use of the information contained herein.

Overall Scores

Category Member Score Available Score Section Achievement
Management Commitment 21 24 88%
Planning 22 27 81%
Consultation and Reporting 17 21 81%
Hazard Management 17 21 81%
Training and Supervision 19 21 90%
Overall Score 96 114 84%

3 Steps to Safety | November 2021 | 2
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Attachment 1 to Report 8.1

ASSESSMENT FINDINGS

1.0 Management Commitment

Flement 1.1

Findings:

Observation:

Recommendations:

Element 1.2

Findings:

Observation:

Element 1.3

Findings:

Observation:

Recommendations:

There is a documented safety and health policy that is reviewed on a
regular basis

Ad hoc

The Shire of Mundaring has an OSH Policy (OSHO1 — Occupational Safety
and Health Policy) that details the Shire’s commitments to safety.
However, the policy is not endorsed by the Shire CEQO, nor has it been
recently reviewed, last being reviewed in 2017,

The CEQ should review the policy and endorse it by signing off, and the
policy should be reviewed every 12 months

The safety and health policy is available to workers, suppliers, contractors,
customers and visitors to the workplace

Satisfactory

The OSH Policy is available through multiple channels, including
inductions, noticeboards throughout the Shire, displayed at reception in
the Administration Centre and via the Shire’s intranet. All workers
interviewed were able to name ways they could locate the policy, and
contractors are provided with a copy to sign off against during their
inductions.

The City identifies and monitors safety and health legislation, codes of
practice, guidance notes, agreements and guidelines relevant to its
operations

Insufficient

The Shire identified relevant legislation in various documents, however
these are not reviewed on a regular basis. The Shire relies heavily on LGIS
and WALGA to provide it with updated information on changes to
legislation, and does not have a register to track changes and identify all
its legislative requirements in one place

The Shire should develop a legislation register to identify all
requirements in one location, and register with Worksafe or Department
of Mines to receive news and legislative updates.
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Attachment 1 to Report 8.1

Element 1.4

Findings:

Observation:

Element 1.5
Findings:

Observation:

Element 1.6

Findings:

Observation:

Element 1.7

Findings:

Observation:

There is a process that makes all parties aware of and accountable for
their safety and health responsibilities

Satisfactory

The Shire of Mundaring ensures all parties are aware of their
accountability and responsibility through definite terms in their position
descriptions, performance review. The Shire also provides all new
starters with an OSH handbook.

The induction process and reminders at staff meetings.

The City coordinates safety management activities

Satisfactory

The Shire has created a detailed position description for the role of the
OSH Officer that identifies the requirement of the role to coordinate all
safety management procedures, plans and policies. There are no KPIs
for this role, however there are performance that ensure the person in
this role is adequately equipped to perform in the role.

Financial and physical resources are provided for all aspects of safety
management

Satisfactory

The Shire’s OSH budget is developed separately from the other aspects of
the budget, allowing easier interpretation of available finances. This
budget is completed annually and reviewed & months after
implementation. Physical resources include the OSH Officer and 7 OSH
Representatives.

All workers have sufficient time to complete safety and health related
tasks

Satisfactory

The Shire ensures that all OSH responsibilities are completed during
work time, including inspections, meetings and training. This was
confirmed in discussions with managers and workers. Workers
interviewed confirmed that they were provided sufficient time to
complete OSH related tasks. Safety meetings and activities are spread
out throughout the month to ensure that workers are not overloaded.
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Attachment 1 to Report 8.1

Element 1.8 Recommendations to improve safety and health management are acted
upon.

Findings: Satisfactory

Observation: The Shire has developed a register for actions identified in the OSH

Committee meeting, workplace inspections and OSH audits. These can
refer to improvements to management systems. The Shire uses take 5s
and hazard reporting to allow workers to provide recommendations for
improvement to procedures and plans as well as hazards and activities,
and workers are informed verbally when a suggestion they have given is
used. The document OSH14 — Hazard Identification and Management
Procedure outlines the procedure for implementing
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2.0 Planning

Element 2.1

Findings:

Observation:

Recommendations:

Element 2.2

Findings:

Observation:

Element 2.3
Findings:

Observation:

Recommendations:

The City’s approach to safety and health management is planned and
reviewed

Insufficient

The Shire has not developed a formal OSH Management Plan. The OSH
Action Plan is used as an ongoing planning documents that is reviewed
frequently, and ensures that systematic gaps are closed. The Shire is
aware of ongoing planning requirements and can track its progression.

The Shire should develop an OSH Management Plan with clear and
specific

Specific safety and health objectives and measurable targets have heen
established for relevant functions

Satisfactory

The Shire has identified lagging indicators with reasonable targets, such
as LTIFR and MTIFR. Each site records and analyses its own safety
performance and reports back to the OSH Officer. Lead indicators are
identified and applied to supervisors and managers in their performance
reviews.

The Shire's key objectives are identified in the OSH Action Plan and in
0OSH14.

Arrangements are in place for people with special needs

Ad hoc

The Shire has a diversity questionnaire that new hires complete to
identify any special needs they have, including disability, illnesses or
pregnancy status. Managers and supervisors will then work with any
worker who identifies a need that requires assistance to assess task
suitability to the worker and identify any tools or arrangements that may
be required to allow the worker to work at their best. There is no formal
plan or procedure of how managers are to use the information provided
to them about a worker with special needs, nor is there any formal
method for evaluation of work suitability.

The Shire should formalise the processes currently in place for
arrangements for workers with special needs. Managers and supervisors
should be given training in making arrangements for persons with special
needs.
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Attachment 1 to Report 8.1

Element 2.4
Findings:

Observation:

Element 2.5

Findings:

Observation:

Recommendations:

Element 2.6

Findings:

Observation:

Arrangements for visitors to the workplace are in place

Satisfactory

Arrangements for visitors in the workplace include visitor inductions,
identification badges, sign in at all site receptions, emergency diagrams
and procedures that identify the need to assist visitors. Workers
throughout the Shire ensured that the consultant was inducted or guided
through their sites at all times.

Policies and procedures for engaging and managing contractors are in
place

Insufficient

The Shire of Mundaring has implemented OR29 - Contractor
Management Procedure. This procedure dictates the Shire’s
requirements of contractors to provide evidence of qualifications,
experience and safety plans, in addition to any task specific procedures
and safety information.

The Shire does not include requirements for supervision or monitoring
of contractors in OR29, nor does it stipulate that consultation with
contractors. Contractors are provided with an induction before
commencing work.

The Shire should require ensure processes are in place to facilitate
maonitoring of contractars, and the procedure should identify methods of
consultation with contractors. This can include regular meetings,
attendance at toolbox talks or guest attendance at OSH Committee
meetings.

Potential emergency situations have been identified and relevant
emergency procedures are in place

Satisfactory

The Shire has suitable evacuation diagrams posted in clear locations at
all sites visited, and each site has practical, up to date emergency
procedures that identify specific requirements and potential scenarios
for each site. The Shire conducts at least one drill per site annually, and
retains drill records. Wardens and First Aid providers are identified
throughout the Shire by clearly identified contact lists.
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Attachment 1 to Report 8.1

Element 2.7

Findings:

Observation:

Recommendations:

Element 2.8

Findings:

Observation:

Element 2.9

Findings:

Observation:

The City’s procedures, work instructions and work practices reflect current
safety and health legislation, standards, codes of practice, guidance notes,
agreements and guidelines

Insufficient

All SWMS have references to relevant legislation, standards and
guidelines, as do the Shire’s hazard identification procedures. However,
other procedures and policies have gaps in this information, and
require review to include these references. Additionally, due to the age
of some procedures, there is a concern that they no longer meet the
requirements of relevant standards or legislation.

The Shire should review all procedures regularly to ensure they remain
current, and include in each procedure and policy a section identifying
all related legislation and standards.

All workers have access to current legislation, standards, codes of
practice, guidance notes, agreements and guidelines that impact on their
activities

Satisfactory

All workers interviewed felt comfortable that if they could not find a
physical copy of the OSH act or regulations on site — which were
available — that they could approach their managers for assistance or
guidance finding them.

The Shire has no subscription to standards online, however can
purchase them as needed. All guidance notes, guidelines and legislation
that impacts workers at the Shire are available online.

The City and individuals satisfy legal requirements to undertake specific
activities, perform work or operate equipment

Satisfactory

All licences required to be held by workers and managers at the Shire
are identified on position descriptions and the training matrix. Copies of
these licences and qualifications are retained in personnel files.
Additionally, the Shire recognises the organisational licences it needs in
departmental management procedures (Operations, Hr, etc.) and
retains evidence of correspondence and certification related to these
licences.
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3.0 Consultation and Reporting

Element 3.1

Findings:

Observation:

Recommendations:

Element 3.2

Findings:

Observation:

Element 3.3

Findings:

Observation:

There are agreed procedures for involvement and consultation with
workers on safety and health issues

Insufficient

The Shire has a number of consultation and communication procedures
it employs to ensure good dialogue with workers. These include an OSH
Committee, team meetings, staff meetings, pre-starts and an issue
resolution process. However, the review of these methods is not
consistent, as the OSH Committee Terms of Reference are only updated
every two years.

The Shire should review the OSH Committee TOR in consultation with
workers annually to ensure they remain of value, and ensure that all
meeting minutes are recorded.

Consultative arrangements are communicated to workers and are well
understood

Satisfactory

All consultative arrangements were well understood by workers
interviewed, and details of the arrangements are posted throughout
the Shire on noticeboards. Additionally, details are included in the
induction process, safety alerts on the shire intranet, discussed in
toolbox talks and team meetings, and supervisors remind workers of
the methods available when possible.

Workers or their representatives are involved in planning processes for
the management of safety and health at the workplace

Satisfactory

The OSH Committee has currently 7 OSH Reps that are elected from
teams throughout the Shire, and these reps are ensured to have
majority voting power in OSH Committee votes. Such votes can include
proposed changes to management procedures or process changes,
allowing OSH Reps direct influence over these decisions. Additionally,
workers can submit suggestions to OSH Reps or supervisors through
hazard reports or casual correspondence —emails or conversation -
which will be raised at OSH Committee meetings.
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Attachment 1 to Report 8.1

Element 3.4

Findings:

Observation:

Element 3.5

Findings:

Observation:

Recommendations:

Workers or their representatives are consulted regarding proposed
changes to the work environment, processes or procedures and
purchasing decisions that could affect their safety and health

Satisfactory

OSH Reps, similarly to their influence on management procedures and
processes, have a strong influence on purchasing decisions for health
and safety. 1S02 — Plant and Fleet Procurement Procedure states that
when selecting new equipment, workers experienced on the type of
equipment must be consulted in addition to the OSH Committee to
provide insight to pros and cons of potential equipment. When changes
to worker’s work procedures occur, regardless of whether certain
workers have been involved in those changes, they are informed at
meetings and via noticeboards, and are required to review and sign off
against new work instructions or procedures.

Workers or their representatives are consulted regarding management of
hazards in the workplace

Insufficient

0OSH Committee meeting minutes show evidence of hazard management
discussions and planning, with actions to refer issues on to workers.
Toolbox talks and team meetings are also used to communicate down
actions on the management of hazards. Workers who submit hazard
reports can recommend controls, and experienced workers may be
consulted regarding hazards they did not submit.

The shire should ensure that identified hazards are risk assessed and
controlled in consultation with workers
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Attachment 1 to Report 8.1

Element 3.6

Findings:

Observation:

Element 3.7

Findings:

Observation:

Recommendations:

There are arrangements in place for the acquisition, provision and
exchange of safety and health information with external parties, including
customers, suppliers, contractors and relevant public authorities

Satisfactory

The Shire ensures that all equipment purchased is supplied with the
manufacturer’s manual, and all manuals are kept either in equipment
where possible, or in a safe location at the site where the equipment is
stored. Incident and hazard forms are retained and used as an
information bank for future scenarios, and workers participate in
networking events, online seminars and receive safety alerts via email.
Customers to the Shire are able to notify the Shire of safety concerns via
incident forms, and contractors partake in the Shire’s hazard
management procedures. The requirement for exchanging information
with contractors is identified in OR29 — Contractor Management
Procedure

Consultative and reporting arrangements are regularly evaluated and
modified where required

Ad hoc

The OSH Committee Terms of Reference are reviewed every 2 years,
rather than the preferred annually frequency. There is also no formal
survey or method for obtaining the opinion of all workers on the
current arrangements in place. Changes or modifications to
consultation and reporting procedures have happened mostly when
incidents or problems cannot be solved with current arrangements.

The Shire should review consultative arrangements annually, and
ensure that procedures are reviewed regularly. It is also recommended
that workers be surveyed annually about suggestions to improve
consultative arrangements.
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Attachment 1 to Report 8.1

4.0 Hazard Management

Element 4.1

Findings:

Observation:

Element 4.2
Findings:

Observation:

Recommendations:

Element 4.3
Findings:

Observation:

Recommendations:

Requirements for reducing risks are understood by management and
workers

Satisfactory

Interviewed workers were able to identify the main risk reduction
responsibilities they have, and these are included in the induction
process. Managers are trained on their responsibilities to OSH
compliance and risk management. Procedures and job descriptions
identify the responsibilities held by different roles to OSH.

Work environments are regularly inspected and hazards identified
Insufficient

Each site has a workplace inspection form that includes specific details to
inspect for the site. These inspections are conducted quarterly, with the
exception of the Children Services site which conducts a daily check. The
Operations team conducts monthly vehicle inspections in addition to daily
vehicle pre-starts, and hazard reports and take 5s are conducted whenever
required. Inspections, hazard reports and pre-starts are retained and used
to analyse trends or recurring issues. The Shire does not currently use
hazard registers to track identified hazards at its sites.

The Shire should develop and maintain a hazard register for its sites, and
increase the frequency of workplace inspections monthly.

Work activities are analysed and hazards identified

Insufficient

Risk assessments are conducted in the form of SWMS for most work
activities, with the Shire moving away from the JSA format. Activities are
planned by workers and supervisors collaboratively, and reviewed by the
same groups. There are no recorded observations of works, and no form
of evidence to support that ongoing evaluation of controls occurs.

The Shire should develop methods to ensure that workers are
completing tasks safely, and have identified or have the tools to identify
all hazards associated with an activity.
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Attachment 1 to Report 8.1

Element 4.4 Risk assessments are undertaken on identified hazards
Findings: Insufficient
Observation: When the Shire identifies hazards in association with work activities, they

are assessed as part of ISAs or SWMS. Hazards identified in other ways
however, such as workplace inspections or workers spotting them during
work, are not assessed formally.

Recommendations: The shire should develop hazard registers for its sites, and ensure that
workplace hazards not associated with specific tasks are formally risk
assessed.

Element 4.5 Hazards are prioritised and controlled using the hierarchy of controls and

having regard to the identified level of risk.

Findings: Insufficient

Observation: While identified hazards are controlled using the hierarchy of controls,
not every control and hazard is recorded, as there is no hazard register.
Where hazards are related to activities, the controls are implemented
and recorded in JSAs or SWMS. Hazards with a severe risk are prioritised,
with high risk hazards being controlled in actions of the OSH Committee.
Prioritisation of hazards is stated in OSH14 — Hazard ldentification and
Management Procedure.

Recommendations: The Shire should develop hazard registers, and identify controls for
these hazards in the registers.

Element 4.6 The effectiveness of the hazard identification, risk assessment and risk
control process is periodically reviewed and documented

Findings: Satisfactory

Observation: Observation of controls applied to workplace hazards happens through
the workplace inspections, which occur once every 3 months for most
locations, and there is no other method for assessing the effectiveness
of controls beside this. Procedures and policies related to hazard
identification and management are regularly reviewed, and previous
versions retained.
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Attachment 1 to Report 8.1

Element 4.7 Incidents, injuries and diseases are reported and investigated
Findings: Satisfactory
Observation: The Shire has retained all previous incident reports and associated

investigations, which can be referred to and used to identify trends. The
Shire has special reporting processes for vehicle incidents, and a
formalised incident investigation procedure. Actions from investigations
are included in the OSH Committee actions.
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Attachment 1 to Report 8.1

5.0 Training and Supervision

Element 5.1 An induction program is in place for all workers and contractors providing
relevant OSH instruction and information

Findings: Satisfactory

Observation: The Shire has developed a suitable induction process for both workers
and contractors that requires inductees to sign off as confirmation of
their completion. The OSH elements are a core part of the induction
process, and includes Shire wide procedures and policies, and site
specific information for where the individual will be working, such as
evacuation instructions and warden identification.

Flement 5.2 All management and supervisory personnel have received training in
safety and health management principles and practices appropriate to
their role and responsibilities

Findings: Satisfactory

Observation: Managers, supervisors and executive team members all have
performance reviews in which health and safety training needs can be
identified. In the Shire’s training matrix, gaps in manager training is
identified and the Shire is taking steps to close these gaps. Records of
attendance and completion certificates are kept in personnel files.

Element 5.3 The City has identified the training needs of all workers
Findings: Satisfactory
Observation: The Shire has a training matrix that identifies the needs of all personnel

based on their role and the requirements of the Shire. The training
completion evidence for workers has been retained in their personnel
files.

Element 5.4 Tasks are allocated according to capability, level of training and
supervision of workers

Findings: Satisfactory

Observation: Position descriptions are used for defining roles and ensuring that
persons filling those roles have adequate experience and qualifications
to meet the requirements of the Shire. Workers are performance
reviewed annually to maintain an open dialogue about their ability to
work well, and this review is used as an opportunity to identify further
training and qualifications required by workers. Refresher training is
provided to workers when needed, and there are supervisor roles in all
sites and for each team.
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Attachment 1 to Report 8.1

Element 5.5 Training is delivered by people with appropriate knowledge, skills and
experience

Findings: Insufficient

Observation: The Shire ensures that all external training providers provide licences (if

they are registered training organisations providing competency based
training) and the Shire keeps records of preferred training providers.
Internal training is very hasic, only involving teaching workers how to
better use equipment. This training is provided by workers that the
Shire has identified as having a lot of experience and a good record of
working safely with the equipment.

Recommendations: The Shire should ensure they have a formal method for workers to
evaluate external training providers.

Flement 5.6 The training program is evaluated and reviewed
Findings: Insufficient
Observation: OP20 — Learning and Development is the procedure that the Shire,

however this procedure has not been reviewed since 2016. While
individual training providers and training needs are evaluated on a
regular basis, the process for organising, requesting and completing
training has not been evaluated or reviewed.

Recommendations: The Shire should review OP20 — Learning and Development at least
every 2 years.

Element 5.7 Supervision is undertaken by people with appropriate safety and health
knowledge, skills and experience

Findings: Satisfactory

Observation: The Shire has supervisors in all sites and teams, and these persons are
highly experienced in their fields, being promoted to supervisor roles
after proving their capabilities as workers for the Shire. Supervisors are
given additional training in roles and responsibilities and incident
management, and are given refreshers for the training required by the
workers they supervise. Position descriptions for supervisors have
experience and qualification requirements that exceed the
requirements of workers.
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ISSUES IDENTIFIED DURING THE
ASSESSMENT NOT RECORDED ELSEWHERE

Mundaring Arena

e Arena personnel are completing working at height activities without a formal working at
height rescue plan, though the personnel working at height are trained to do so.

¢ The kitchenette near the main entrance for the arena has no firefighting equipment.

Bilgoman Pool
¢ Some of the signage throughout the site, particularly near the pool plant room, is faded.

Administration Centre

e There are multiple locations throughout the site old fire extinguisher signs are still in place.
These locations are NOT included in the emergency diagrams.
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Attachment 1 to Report 8.1

NEXT STEPS

Step 2 of the 3 Steps to Safety program involves Shire of Mundaring developing an OSH Action Plan to
address any outcomes assessed as insufficient, ad hoc and unsatisfactory.

Once the OSH Action Plan is developed, it should be provided to the Assessor to ensure that the
actions proposed will address the criteria and drive continuous improvement.

LGIS, through the OSH Team, is available to provide ongoing assistance during the development of the
OSH Action Plan, and thereafter to assist the Shire of Mundaring to continuously improve their OSH
performance.

ACKNOWLEDGEMENTS
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CONTACTS
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Report/Proposal Disclaimer

Every effort has been taken by LGIS to ensure that
the commentary and recommendations contained in
this communication are appropriate for
consideration and implementation by the recipient.
Any recommendation, advice and information
contained within this report given in good faith and
is based on sources believed to be reliable and
accurate at the time of preparation and publication
of this report. LGIS and their respective officers,
employees and agents do not accept legal liability or
responsibility for the content of the
recommendations, advice and information; nor does
LGIS accept responsibility for any consequential loss
or damage arising from its application, use and
reliance. A change in circumstances occurring after
initial inspection, assessment, analysis, consultation,
preparation or production of this report by LGIS and
its respective officers, employees and agents may
impact upon the accuracy and relevance of the
recommendation, advice and information contained
therein. Any recommendation, advice or information
does not constitute legal or financial advice. Please
consult your advisors before acting on any
recommendation, advice or information within this
report.

Proprietary Nature Of Proposal

This proposal is prepared for the sole and exclusive
use of the part ar organisation to which it is
addressed. Therefore, this document is considered
proprietary to LGIS and may not be made available to
anyone other than the addressee or person (s) within
the addressee’s organisation who are designated to
evaluate or implement the proposal. LGIS proposals
may be made available to other persons or
organisations only with written permission of LGIS.

© Copyright

All rights reserved. No part of this document may be
reproduced or transmitted in any form by any
means, electronic or mechanical, including
photocopying and recording, or by an information
storage or retrieval system, except as may be
permitted, in writing, by LGIS.
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Attachments 1. Internal Audit Plan 2022-23 to 2025-26 1

2. Internal Audit Plan 2022-23 to 2025-26 - with changes as
at March 2022 §

SUMMARY

The Shire’s draft Internal Audit Plan for the period 2022/23 to 2025/26 (Attachment 1)
provides an update on the audits proposed for the relevant period and also provides a
history of audits undertaken.

The Internal Audit Plan is presented to the Audit and Risk Committee for noting.

BACKGROUND

Internal audits support good governance by providing a means of identifying areas of non-
compliance with, and potential organisational improvement in, the Shire’s procedures and
policies. The areas identified within the Plan have been identified on the basis they pose
significant risk to the operations of the Shire.

The Shire budgets $60,000 per annum to undertake internal audits.

The attached updated Internal Audit Plan outlines what items have been completed with
items being presented to the Audit and Risk Committee upon completion in accordance
with the Internal Audit Plan Reporting Requirements. Where an audit has provided that an
item requires follow up, it is maintained on the Audit and Risk Committee Status Report
until completion.

STATUTORY / LEGAL IMPLICATIONS
Local Government Act 1995

s. 7.12 AB Conducting a financial audit
The auditor must audit the accounts and annual financial report of a local government at
least once in respect of each financial year.

s. 7.12AJ Conducting a performance audit

The Auditor General Act section 18 applies in relation to a local government as if —

(@) the local government were an agency; and (etc.)

(b)

s. 7.12AL Audits of accounts of related entities and certain subsidiary bodies

The Auditor General Act sections 16 and 17 apply in relation to a local government as if —
o the local government were an agency; and
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. the council of the local government were its accountable authority.
Local Government (Financial Management) Regulations 1996

r. 5 CEO’s duties as to financial management
(2) The CEOisto —

(c) undertake reviews of the appropriateness and effectiveness of the financial
management systems and procedures of the local government regularly (and
not less than once in every 3 financial years) and report to the local government
the results of those reviews.

Local Government (Audit) Regulations 1996

r. 14 Compliance audits by local governments

(1) Alocal government is to carry out a compliance audit for the period 1 January to 31
December in each year.

(2) After carrying out a compliance audit the local government is to prepare a compliance
audit return in a form approved by the Minister.

(3A) The local government’s audit committee is to review the compliance audit return and
is to report to the council the results of that review.

(3) After the audit committee has reported to the council under subregulation (3A), the
compliance audit return is to be —
(a) presented to the council at a meeting of the council; and
(b) adopted by the council; and
(c) recorded in the minutes of the meeting at which it is adopted.

r. 17 CEO to review certain systems and procedures

(1) The CEO is to review the appropriateness and effectiveness of a local government’s
systems and procedures in relation to —

(@) risk management; and
(b) internal control; and
(c) legislative compliance.

(2) The review may relate to any or all of the matters referred to in subregulation (1)(a),
(b) and (c), but each of those matters is to be the subject of a review not less than
once in every 3 financial years.

(3) The CEO is to report to the audit committee the results of that review.

POLICY IMPLICATIONS
Internal Audit Charter Policy relates.

Purchasing Policy is applicable for audits performed by independent external contractors.
Where the cost of engaging an auditor is within the thresholds outlined in the Purchasing
Policy they are appointed in accordance with the Policy.

FINANCIAL IMPLICATIONS

The Shire currently budgets $60,000 per annum to engage independent contractors to
undertake internal audits. The Plan has been prepared in accordance with this funding
amount.

Where audits are performed by independent external contractors they are appointed
through a transparent Request for Quotation process (unless otherwise stated).
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Expected costs per financial years are:

2022/23 $25,000
2023/24 $80,000
2024/25 $47,500
2025/26 $85,000
TOTAL $247,500

This is $7,500 above the combined 4 year budget. The annual budget allocation for each
year will reflect the amounts allocated to each year in the table above.

STRATEGIC IMPLICATIONS

Mundaring Strategic Community Plan 2020 - 2030

Priority 4 - Governance

Objective 4.4 — High standard of governance and accountability

Strategy 4.4.3 — Risks are well managed

SUSTAINABILITY IMPLICATIONS
There are no perceived sustainability implications.

RISK IMPLICATIONS

Risk: Compliance: That areas of high risk within the organisation are not subject to
independent assessment.

Likelihood Consequence Rating

Likely Moderate High

Action/ Strategy

Undertake independent internal audits to support management with the aim of identifying
areas of non-compliance and potential organisational improvement.

EXTERNAL CONSULTATION

The Compliance Audit Return is to be completed by an independent party every third year
to allow for external review of the matters prescribed in the return.

A Procurement Audit is to be undertaken every five years to reflect the level of risk
associated with these activities.

Other Audits may also be scheduled at regular intervals or from time to time reflective of
the level of risk and the dynamic environment in which these risks present themselves to
the organisation.

The Office of the Audit General conducts focus area audits at state of local government
entities as an extension of annual financial audits and the Shire may be invited to
participate.

A detailed scope for each of the audits will be prepared when preparing the Request for
Quotation (when required in accordance with the Purchasing Policy) to provide the
services.

COMMENT

The audits proposed in the updated Internal Audit Plan have been selected on the basis
that they all pose significant risks to the Shire’s operations and reputation.
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Officers are of the opinion that the Shire does not currently have the staff resources to
more than two audits per financial year (in addition to the Compliance Audit Return
completed in response to statutory requirements).

For ease, the changes to the Internal Audit Plan 2022/23 to 2025/26 from the version
presented in 2021/22 have been made in blue (Attachment 2) with items listed in 2021/22
moved to the Internal Audit Plan History. Changes have also been outlined in the table

below:

Audit

Scope

Changes made to Internal Audit
Plan and reason

Information and
Communications
Technology (ICT)
Systems Audit

To determine efficiency
and costs

Scheduled to be undertaken in
2020/21.

Staff consider that an audit of the
Shire’s ICT Systems is not
appropriate at this time as there is
no cost data available for analysis. It
is proposed that the ICT Systems
audit be undertaken in 2025/26
when staff resources and relevant
information is available from
chartered account project.

Cyber Security Audit

Independent testing of
cyber security controls

Although stated to be completed
every 2 years, it was not included.
Completed in 2021/22 (previously
scheduled for 2022/23).

Included in 2023/24.

Development and
Building Approvals
Audit

Review application
processes and
adherence to statutory
timeframes.

Postponed from 2022/23 to
2023/24.

Development and Building
Approvals are considered low risk.

Financial Management
Review

Internal Controls
Legislative Compliance
Risk Management

As per 5 (2) of
Financial Management
Regulations

As per Regulation 17 of
the Audit regulations

Included in 2024/25; statutory
requirement to complete every 3
financial years.

Compliance Audit
Return

As per Regulation 15 of
the Audit Regulations

Budget allocation provided for
external consultant to complete the
audit every 3 years.

Asset Management

Review of asset
management systems

Postponed from 2024/25

Service Level
Agreements

Review of service Level
Agreements with
external organisations
for cost effectiveness
and adherence to
agreements.

Postponed from 2024/25

The Internal Audit Plan and the Internal Audit Plan History has been updated (in blue) to
include details of the completed audits and proposed changes.

Once noted by the Audit and Risk Committee the Internal Audit Plan 2022/23 to 2025/26
will be used internally to schedule audits.
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VOTING REQUIREMENT
Simple Majority

COMMITTEE DECISION ARC3.04.22
RECOMMENDATION
Moved by Cr Jeans Seconded by Ms Green

That the Committee notes the updated Internal Audit Plan for the period 2022/23 to
2025/26 subiject to the following amendments:-

1. add External Occupational Health & Safety Audit for 2022/23 ~$20,000; and
2. remove Community Grants and COVID Grants audit 2022/23 $10,000

CARRIED 6/0

For: Mr Wilkinson, Cr Martin, Mr Wittcomb, Ms Green, Cr McNeil and Cr Jeans

Against: Nil
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Attachment 1 to Report 8.2

shire of ﬁ_
MUNDARING

INTERNAL AUDIT PLAN
2022/23 to 2025/26

As at March 2022
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Attachment 1 to Report 8.2

Summary

Shire of Mundaring has allocated the sum of $60,000 per annum to undertake
internal audits.

This plan has been prepared to ensure the internal audits address areas of greatest
risk to the Shire and to ensure the Shire meets its statutory obligations for various
audits that are prescribed under the Local Government Act 1995 (the Act) and
accompanying Regulations.

Internal Audits do not include the annual financial management audit prescribed by
section 7.12b of the Act, which is considered a separate process with its own specific
statutory requirements.

Background

Internal audits evaluate a company's internal controls, including its corporate
governance and accounting processes. They ensure compliance with laws and
regulations and help to maintain accurate and timely financial reporting and data
collection.

The internal audit provides an independent and objective review and advisory
service to:

¢ provide assurance to Council and the CEO that the Shire’s financial and
operational controls are designed to manage the organisation’s risks and
achieve its objectives, are operating in an efficient, effective and ethical manner;
and

e assist management in improving and monitoring the Shire's risk management,
internal control and legislative compliance functions.

Internal audits are performed by independent external contractors (unless otherwise
stated) appointed through a transparent Request for Quotations process.

Internal auditors report functionally to Council through the Audit and Risk Committee
and are accountable to the CEO for the efficient and effective operation of the
internal audit function.
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Statutory Requirements

The Local Government Act 1995 and its regulations require the conduct of several
audits/reviews as follows;

Local Government Act 1995

s. 7.12 AB Conducting a financial audit
The auditor must audit the accounts and annual financial report of a local
government at least once in respect of each financial year.

s. 7.12AJ Conducting a performance audit
The Auditor General Act section 18 applies in relation to a local government as if —
(a) the local government were an agency; and (efc.)

s. 7.12AL Audits of accounts of related entities and certain subsidiary bodies
The Auditor General Act sections 16 and 17 apply in relation to a local government
as if —

. the local government were an agency; and

. the council of the local government were its accountable authority.

Local Government (Financial Management) Regulations 1996

r. 5 CEQ’s duties as to financial management
(2) The CEOisto —

(¢) undertake reviews of the appropriateness and effectiveness of the
financial management systems and procedures of the local government
regularly (and not less than once in every 3 financial years) and report to
the local government the results of those reviews.

Local Government (Audit) Regulations 1996

r. 14 Compliance audits by local governments

(1) A local government is to carry out a compliance audit for the period 1 January
to 31 December in each year.

(2) After carrying out a compliance audit the local government is to prepare a
compliance audit return in a form approved by the Minister.

(3A) The local government’s audit committee is to review the compliance audit
return and is to report to the council the results of that review.

(3) After the audit committee has reported to the council under subregulation (3A),

the compliance audit return is to be —

(a) presented to the council at a meeting of the council, and

(b) adopted by the council; and

(c) recorded in the minutes of the meeting at which it is adopted.
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r. 17 CEO to review certain systems and procedures

(1) The CEO is to review the appropriateness and effectiveness of a local
government’s systems and procedures in relation to —
(a) risk management; and
(b) internal control; and
(c) legislative compliance.

(2) The review may relate to any or all of the matters referred to in subregulation
(1)(a), (b) and (c), but each of those matters is to be the subject of a review not
less than once in every 3 financial years.

(3) The CEO is to report to the audit committee the results of that review.

Policy Requirements
Policy OR-19 “Internal Audit Charter” relates.
Reporting Requirements

The Audit and Risk Committee will be kept informed of progress towards completing
the scheduled audits by a “standing Item” on the Committee Agenda.

Completed audits will be presented to the Committee through an officer’s report
which will respond to the findings of the audit.

Internal Audit Plan

The following internal audits are proposed to be undertaken in the period 2022/23 to
2025/26.

2022/23

As at Mar

Description Scope Budget 2022

D Buildi Revi —
Approvals processes-and Postponed to

adherence to statutory $20,000 2023/24
timeframes.

Recruitment and Selection | Review of recruitment

and selection policies and

adherence to by staff. $15,000
Includes use of contract

labour.

Community Grants and Review of grant
COVID Grants application processes,

including variations and $10,000

acquittal of projects.
~ber S - Ind | : 3 _
: Complete
cybersecurity-controls $10.000 2021/22
every second year

Compliance Audit Return As per Regulation 15 of

the Audit Regulations Internal
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| TOTAL $35,000
2023/24
Description Scope Budget Aszzggnar
Development and Building | Review application
Approvals processes and Postponed
adherence to statutory $20,000 from 2022/23
timeframes.
Complaints Management Review complaints
System management system and $20,000
staff adherence to.
Procurement Re\ngw procurement $30,000
practices.
Cyber Security Independent testing of
cyber security controls $10,000
every second year
Compliance Audit Return As per Regulation 15 of Internal
the Audit Regulations
TOTAL $80,000
2024/25
s As at Mar
Description Scope Budget 2022
Financial Management As per 5 (2) of Financial
Review Management Regulations
Internal Controls As per Regulation 17 of
the Audit regulations
Legislative Compliance As per Regulation 17 of $42,500
the Audit regulations
Risk Management As per Regulation 17 of
the Audit regulations
Asset Management Review-of asset Postponed to
management sysiems $25,000 2025/26
- Revi : cel |
E >-Lovel-Agroements ; i I
etganmahensigr—eest' } Postponed to
effectiveness-and $10,000 2025/26
adherence o
agreements.
Compliance Audit Return As per Regulation 15 of $5.000
(external audit) the Audit Regulations !
TOTAL $47,500
2025/26
L As at Mar
Description Scope Budget 2022
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Asset Management Review of asset $25 000 Postponed
management systems ' from 2024/25
Service Level Agreements | Review of service Level
Agreements with external
organisations for cost Postponed
effectiveness and $10‘000 from 2024/25
adherence to
agreements.
Information and Review of internal ICT -
Communications systems for efficiency $40,000 “'O:T’:")‘I;’)':;j)
Technology Systems and cost
Cyber Security Independent testing of
cyber security centrols $10,000
every second year
Compliance Audit Return | As per Regulation 15 of Internal
the Audit Regulations
TOTAL $85,000

The Compliance Audit Return is to be completed by an independent party every third
year to allow for external review of the matters prescribed in the return.

A Procurement Audit is to be undertaken every five years to reflect the level of risk
associated with these activities.

Other Audits may also be scheduled at regular intervals or from time to time(ie-

cybersecurity controls every second year) to reflective of the level of risk and the
dynamic environment in which these risks present themselves to the organisation.

The Office of the Audit General conducts focus area audits at state of local
government entities as an extension of annual financial audits and the Shire may be
invited to participate.

A detailed scope for each of the audits will be prepared when preparing the Request
for Qquotation (when required in accordance with the Purchasing Policy) to provide
the services.

Appendix

Internal Audit Plan History
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(Conway Highbury Pty Ltd) Pty Ltd to:

* use the questions from the DLGSC to
identify the Shire's compliance and non-
compliance by reviewing:

o Governance Registers (e.g. Returns
Register and Gifts Reqgister available
on the Shire's website and internally
maintained registers).

o Council and Committee agendas
and minutes

o supporting documentation

+ establish adeguacy of supporting
systems and compliance levels

+ provide a completed Return and
associated report

Date Purpose Scope QOutcome
Undertaken
February 2022 | Compliance Audit Return The scope of work was for Conway Highbury | ARC5.02.22

In summary, the Shire achieved a commendable and
very high level of compliance

‘Disclosure of interest’ Q13 — under section s5 89A(6)

of the Acl, when a person ceases o be a person who

is required to make a disclosure under section 5.87A or

5878, the CEO Is to remove from the register all

records relating to that person

. I'he register that relates to sections 5 89A and
5.89B contained records of persons who ceased to
be relevant after ceasing employment with the
Shire and/or retired from council or were not re
elected after elections in October 2021. The
register has since been updated

‘Disclosure of interest’ Q 25 — under sections s5.51A(1)

& (3) of the Act, the CEO is to prepare, and implement

and publish an up-to-date version on the local

government's website, a code of conduct to be

observed by employees of the Shire

* A code was prepared and implemented as required
but was not on the Shire’'s website. This has now
been rectified.

‘Elections’ Q2 - Regulations 30G(3) & (4) of the Local
Government (Elections) Regulations 1997 require the
CEO to remove any disclosure of gifts forms relating to
an unsuccessful candidate, or a successful candidate
that completed their term of office, from the electoral
gift register, and retain those forms separately for a
period of at least two years
+  Some disclosure forms were still on the register
This has now been rectified.
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General)

staff to minimise security, asset and financial
risks”

Date Purpose Scope QOutcome
Undertaken

September Staff Exit Controls This audit assessed whether agencies ARC 07.02.22
2021 (Office of the Auditor “effectively and efficiently manage the exit of

The Shire currently has a register and passes are
deactivated promptly when a staff member leaves. No
audits of the register are undertaken. If a staff member
was to leave without returning the pass, it will still be
deactivated

Mo audit of active passes is undertaken

A similar process exists for the return of keys. If keys
are not returned by exiting staff, the officers
responsible will follow this up with that staff member

I'he Shire has a checklist to assist managers in exiting
staff and includes removal from the shire IT network
and return of shire owned assets.

There may be some access still available if the staff
member has access to specific external software
applications but these are not critical or confidential
and pose a low risk

The OAG report has identified some improvements that
can be made to this checklist.

A register is maintained by IT of all related assets
issued to staff which includes an audit trail of
ownership.

A separate reqgister of minor assets is maintained which
includes the same assets and is reviewed annually.

A comprehensive audit is undertaken by payroll/finance
staff of departing employees’ termination payments,
including any debts owing.

This risk is assessed on a case by case basis, as
relevant to the position and the circumstances of the
departure.

In addition to the checklist, there are related
procedures to assist managers in exiting staff.
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Date
Undertaken

Purpose

Scope

Outcome

Managers are reminded of these procedures from time
to time.

There i1s some opportunity for improvement in the
exiting of casual staff, which due to the nature of their
employment, may retain access to systems for a period
of time. This is currently checked every 12 months

All staff are offered exit interviews, with approximately
5% accepting the offer. Any iIssues or trends thal are
identified in these interviews are addressed with the
relevant manager, director or CEO as required

August 2021

Financial Management
Review and Review of Risk
Management, Internal
Controls and Legislative
Compliance

ARCS5.12.21

An Inventory should be performed for all portable

altractive assels and evidenced by inventory sheets

+ Accepted. The Manager Finance and Governance
will hiaise with the Asset Management Officer to
develop/implement a process and documents for
an inventory stock-take.

Serial numbers be sourced and added to the Portable

and Attractive Assel Register for individual assels

« Whilst it is acknowledged that this would be best
practice, the implementation of this
recommendation has budget resource (human and
monetary) implications. The implementation of bar
codes and bar code readers will be considered as
part of the Corporate Business Planning process
for 2022/23.

The CEO Authorise multiple officers with the ability to
exercise powers restricted lo when acting in a
substantive position and/or have a check box added to
the Higher Duties form related to authorisation
requirements.
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Date
Undertaken

Purpose

Scope

Outcome

* Accepted. Higher Duties checklist form to be
amended to include a check box titled “additional
authorisations required”.

Each delegated authority maintain a register of how
and when they exercised their delegated authority
including date, details and outcome. The source or
mechanism to register could be included within each
Delegated Authority form.

The Conflicts of Interest Policy detail how each section
is currently managing conflicts of interest under
delegated authority and each section ensure they
register conflicts when they arise, even if the
management strateqy is to avoid or transfer

October 2020

Contract Management -
Internal Audit Report

ARC4.08.21

1. Misalignment of contract terms with Notice of
Award
Risk: Low

2. Lack of documented contractor performance
reviews.
Risk: High

3. Administration of contract varations

* Guidance required as to what constitutes an
appropriate variation,

+ No formal documentation for number and value of
variations;

* No formal documentation for justification and
approval of variations, including cost and scope;

» Contracts register does not include some
variations.
Risk: Medium

4. Delegation CE-151 does not include specific

delegation limits for approvals of contract renewals,

extensions and variations.
Risk: High
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Date
Undertaken

Purpose

Scope

Outcome

5. No procedure in place to advise the contractor
or custodian of the contracts register of Council
approved variations

Risk: Medium

5] Mo evidence of requesting contractor
insurance certificates on an annual basis

Risk: High

f Mo documented payment approval process for
contracts and tenders. This should include guidance on
monitoring expenditure against budget

Risk: Medium

8 Unable to verify if invoiced charges are
checked against agreed contract price before
authorising invoices for payment

Risk: Medium

9. Extension of contracts is not formally
documented; No mutually accepted agreement for
extension between Shire and contractor;

No documented evidence of contract review prior to
extension of the contract;

No documented evidence or analysis of the contract to
justify an extension or to determine whether the
extension is a change of scope of the original contract.
Risk: Medium

10. Timeliness of re-tendering process: contracts
have been extended in breach of the tender
requirements due to delays in the re-tendering process.
Risk: High

December
2020

Infringements Audit (Paxon)

+ Interview relevant staff to gain an
understanding of the end to end
processes for the issuing and
management of infringements (including
court imposed fines);

« Analyse documents including strategies,

plans, policies, guidelines and reports;

ARC7.12.21

e The Shire’s “Dogs Local Law 2017" and “Keeping
of Cats Local Law” are not aligned with current
legislation;

« No formalised manual exists to guide Shire
employees regarding their obligations
for bush fire management;
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Date
Undertaken

Purpose

Scope

Outcome

Perform data analytics on selected data
sets;

Review the number and amount of
outstanding fines and infringements;
Identify opportunities for improvement;
and

Prepare an audit report with findings,

recommendations and agreed actions to
address any control or process
improvement areas identified.

e The “Community Safety Rangers — Operations
Manual” is outdated and consequently provides
Shire rangers with obsolete guidance,

e« Shire employees are not provided with adequate
guidance regarding operational procedures for
infringements of:
= Dog legislation (including the Shire's “Dogs

Local Law 20177),

Environmental legislation;

Shire’s “Parking Local Law 2009";

Health legislation; and
= Building legislation.

e The Shire’s “Compliance” policy does not provide a
holistic perspective regarding the management
controls and relevant legislation for infringements;

+ Registers which record details of the different types
of infringements issued are either incomplete or
non-existent and consequently obstructs
management control;

* No register is kept for unpaid infringements
registered with the FER and consequently
management control is obstructed;

« No formal reporting regarding infringements takes
place which is indicative of weak management
control;

« The late issue of the sampled infringement notices
may suggest those notices are not enforceable;
and

The collection of money for issued infringement notices

appears slow and cumbersome.

December
2020

Contracts Management
Audit (Paxon)

Interview relevant staff to gain an
understanding of the end to end
processes;

Analyse documents including
strategies, plans, policies, guidelines
and reports;

To ARC August meeting 2021

Paxon Recommendation 1 - Ensure the contract period
is clearly noted on the Notice of Award. Ensure Notice
of Award is retained as per record Keeping
requirements.
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Date
Undertaken

Purpose

Scope

Outcome

. Perform data analytics on selected data
sets,
. Identify opportunities for improvement,
and
Prepare an audit report with findings,
recommendations and agreed actions to
address any control or process
improvement areas identified.

Paxon Recommendation 2 - Documented and
scheduled contractor review to be included in contract
terms, with a final contractor performance carried out
prior to contract expiry and extensions.

Paxon Recommendation 3 - Delegations and
Procurement policies and procedures should be
amended to include specific guidance on contract
variations including appropriate number of variations
and consideration as to whether the variation changes
the original scope of the contract or if the variation
requires council approval. Develop a template for
recording the number and dollar value of the individual
variation and the total of the approved variations.
Develop a template to seek approval for variation
including justification and seek approval for the
variation, including cost and scope. A process be
developed to ensure the custodian of the register is
notified of all variations.

Paxon Recommendation 4 - Amend delegations,
policies, and procedures to include a specific
delegation, including dollar value, for contract variation
and extensions.

Paxon Recommendation 5 - Develop a process to
ensure all council decisions regarding contracts or
tenders, are conveyed to the stakeholders of the
contract or tender.

Paxon Recommendation 6 - Develop a process to
ensure all current contractors provide a Certificate of
Currency each year for the duration of the contract.

Paxon Recommendation 7 - Develop a Payment
Approval process for contracts and tenders which
includes guidelines for monitoring expenditure against
budget and guidelines as to the process for approval of
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Date
Undertaken

Purpose

Scope

Outcome

payments. Recommend each project has a separate
general ledger account with relevant budget. Ensure
appropriate number of quotations are obtained for
additional services required to complete the project or
advertise RFT/RFQ for project management services.

Paxon Recommendation 8 - Invoices for contracts and
tenders should have a copy of the current price
schedule attached to the invoice to show that the
invoice charges have been checked to the price
schedule.

Paxon Recommendation 9 - All Contacts and Tenders
extensions granted must be supported by formal
documentation. All Contracts and Tenders extensions
granted must be supported by a formal documented
mutual agreement by both parties. Documented and
scheduled contractor review to be included in contract
terms, with a final contractor performance carried out
prior to contract expiry and extensions. Develop a
template to seek approval for extension including
justification and also provides an analysis of the
contract, to determine whether the extension is a
change of scope of the original contract. Extensions
must be processed in a timely manner before the
expiration of the current contract and only if an
extension option is included in the original contract.

Paxon Recommendation 10 - Delegations and
Procurement policies and procedures should be
amended to include specific delegation limits for
approval of contract extensions.

Paxon Recommendation 11 - Develop a process for
the custodian of the contracts register to review the
register on a regular basis to ensure tendering process
is commenced in a timely manner to avoid
unnecessary contract extensions.
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Date Purpose Scope QOutcome
Undertaken
December Internal Light Fleet Audit * Review the utilisation, purchase and ARC5.08.18
2017 (KPMG) operating costs of Shire of Mundaring o
light fleet vehicles (including utility KPMG Recommendation 1 — Select and trial logbooks
vehicles) inclusive of commuting and or an integrated Fleet Management System to collect
private use costs. evidence based data required to effectively assess,
« Review and consider Shire of manage and optimise the fleet.
Méll"ldfrll’";g stﬂeet ?OI'C'ES’ n I|ghl of d KPMG Recommendation 2 - Consider reducing fleet
Eeﬁ;f;ysii&i;laﬂ;sacslZﬁfgpm(frfu:i?i:snfor size by not purchasing all planned vehicles in FY18
pp and FY19. In particular, these could come from
\mproyement . reallocation of vehicles with low utilisation in the
* E’“’"’T"”e floet performance against Recreation & Leisure and Community Safety &
readily available !ndustry comparators Emergency Management departments or Operations
and benchmar!{s, and . and Rangers callout vehicles.
Develop and provide recommendations for
improving the performance of the fleet KPMG Recommendation 3 - To enable future fleet
reductions, ensure vehicles are pooled consistently to
optimise utilisation opportunities within and across
service teams.
KPMG Recommendation 4 - Refresh Policies and
Procedures to include procurement guidelines, call out
definitions and ensure adherence to requirements.
KPMG Recommendation 5 - Consider vehicle leasing
including Novated Leasing o KPMG Recommendation
6 - Standardise the vehicle specifications and fleet
composition of vehicles predominantly for private use.
KPMG Recommendation 6 - Standardise the vehicle
specifications and fleet composition.
KPMG Recommendation 7 - Review HR Policies and
future employment entitlements regarding provision of
vehicles for private and commuting use.
March 2016 Internal Procurement Audit « Review organisational structures,
. . . DARC2.07.16
(Deloitte) business processes and systems in
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Date
Undertaken

Purpose

Scope

Outcome

procurement to prevent/minimise
opportunities for misconduct.

. Review systems, controls and practices
to identify incidences of noncompliance
with legislation and procurement
procedures.

Review reporting and management practices

for identified or suspected non-
compliance and misconduct.

Finding 1 - Limited guidance provided in the tender
processes (Risk — Critical)

Finding 2 - Insufficient guidance to ensure consistent
use of purchase orders across the organisation (Risk —
Critical)

Finding 3 - Lack of robust conflict of interest process
for employees involved in procurement activities (Risk
— Important)

Finding 4 - Expense policy document has not been
developed (Risk — Important)

Finding 5 - A robust contract management system is
not in place (Risk — Important)

Finding 6 - Financial Delegations of Authority have not
been clearly communicated or applied consistently
(Risk — Important)

Finding 7 - System controls with Online Requisitioning
System (OLR) are insufficient to support the
purchasing system (Risk — Important)

Finding 8 - Purchasing card spend is not appropriately
controlled (Risk — Important)

Finding 9 - Limited review of system changes as audit
logs are not reviewed (Risk — Moderate)

Finding 10 - Vendor master data file maintenance (Risk
— Moderate)

Finding 11 - Petty cash policy not in place (Risk —
Minor)
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shire of ﬁ_
MUNDARING

INTERNAL AUDIT PLAN
2022/23 to 2025/26
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Summary

Shire of Mundaring has allocated the sum of $60,000 per annum to undertake
internal audits.

This plan has been prepared to ensure the internal audits address areas of greatest
risk to the Shire and to ensure the Shire meets its statutory obligations for various
audits that are prescribed under the Local Government Act 1995 (the Act) and
accompanying Regulations.

Internal Audits do not include the annual financial management audit prescribed by
section 7.12b of the Act, which is considered a separate process with its own specific
statutory requirements.

Background

Internal audits evaluate a company's internal controls, including its corporate
governance and accounting processes. They ensure compliance with laws and
regulations and help to maintain accurate and timely financial reporting and data
collection.

The internal audit provides an independent and objective review and advisory
service to:

¢ provide assurance to Council and the CEO that the Shire’s financial and
operational controls are designed to manage the organisation’s risks and
achieve its objectives, are operating in an efficient, effective and ethical manner;
and

e assist management in improving and monitoring the Shire's risk management,
internal control and legislative compliance functions.

Internal audits are performed by independent external contractors (unless otherwise
stated) appointed through a transparent Request for Quotations process.

Internal auditors report functionally to Council through the Audit and Risk Committee
and are accountable to the CEO for the efficient and effective operation of the
internal audit function.
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Statutory Requirements

The Local Government Act 1995 and its regulations require the conduct of several
audits/reviews as follows;

Local Government Act 1995

s. 7.12 AB Conducting a financial audit
The auditor must audit the accounts and annual financial report of a local
government at least once in respect of each financial year.

s. 7.12AJ Conducting a performance audit
The Auditor General Act section 18 applies in relation to a local government as if —
(a) the local government were an agency; and (efc.)

s. 7.12AL Audits of accounts of related entities and certain subsidiary bodies
The Auditor General Act sections 16 and 17 apply in relation to a local government
as if —

. the local government were an agency; and

. the council of the local government were its accountable authority.

Local Government (Financial Management) Regulations 1996

r. 5 CEQ’s duties as to financial management
(2) The CEOisto —

(¢) undertake reviews of the appropriateness and effectiveness of the
financial management systems and procedures of the local government
regularly (and not less than once in every 3 financial years) and report to
the local government the results of those reviews.

Local Government (Audit) Regulations 1996

r. 14 Compliance audits by local governments

(1) A local government is to carry out a compliance audit for the period 1 January
to 31 December in each year.

(2) After carrying out a compliance audit the local government is to prepare a
compliance audit return in a form approved by the Minister.

(3A) The local government’s audit committee is to review the compliance audit
return and is to report to the council the results of that review.

(3) After the audit committee has reported to the council under subregulation (3A),

the compliance audit return is to be —

(a) presented to the council at a meeting of the council, and

(b) adopted by the council; and

(c) recorded in the minutes of the meeting at which it is adopted.
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r. 17 CEO to review certain systems and procedures

(1)

(2)

)

The CEO is to review the appropriateness and effectiveness of a local
government’s systems and procedures in relation to —

(a) risk management; and

(b) internal control; and

(c) legislative compliance.

The review may relate to any or all of the matters referred to in subregulation
(1)(a), (b) and (c), but each of those matters is to be the subject of a review not
less than once in every 3 financial years.

The CEO is to report to the audit committee the results of that review.

Policy Requirements

Policy OR-19 “Internal Audit Charter” relates.

Reporting Requirements

The Audit and Risk Committee will be kept informed of progress towards completing
the scheduled audits by a “standing Item” on the Committee Agenda.

Completed audits will be presented to the Committee through an officer’s report
which will respond to the findings of the audit.

26.04.2022 AUDIT AND RISK COMMITTEE CONFIRMED MINUTES

62



Attachment 2 to Report 8.2

Internal Audit Plan

The following internal audits are proposed to be undertaken in the period 2022/23 to

2025/286.
2022/23
Description Scope Budget
Recruitment and Review of recruitment and selection
Selection policies and adherence to by staff. $15,000
Includes use of contract labour.
Community Grants and Review of grant application processes,
COVID Grants including variations and acquittal of $10,000
projects.
Compliance Audit Return | As per Regulation 15 of the Audit Internal
Regulations
TOTAL $25,000
2023/24
Description Scope Budget
Development and Building | Review application processes and $20.000
Approvals adherence to statutory timeframes. !
Complaints Management | Review complaints management system $20.000
System and staff adherence to. !
Procurement Review procurement practices. $30,000
Cyber Security Independent testing of cyber security $10.000
controls every second year !
Compliance Audit Return | As per Regulation 15 of the Audit Internal
Regulations
TOTAL $80,000
2024/25
Description Scope Budget
Financial Management As per 5 (2) of Financial Management
Review Regulations
Internal Controls As per Regulation 17 of the Audit
regulations
Legislative Compliance As per Regulation 17 of the Audit 342,500
regulations
Risk Management As per Regulation 17 of the Audit
regulations
Compliance Audit Return | As per Regulation 15 of the Audit $5.000
(external audit) Regulations ’
TOTAL $47,500
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2025/26
Description Scope Budget

Asset Management Review of asset management systems $25,000

Service Level Agreements | Review of service Level Agreements with
external organisations for cost
effectwene?ss and adherence to $10,000
agreements.

Information and Review of internal ICT systems for

Communications efficiency and cost $40,000

Technology Systems

Cyber Security Independent testing of cyber security $10.000
controls every second year ’

Compliance Audit Return | As per Regulation 15 of the Audit Internal
Regulations

TOTAL $85,000

The Compliance Audit Return is to be completed by an independent party every third
year to allow for external review of the matters prescribed in the return.

A Procurement Audit is to be undertaken every five years to reflect the level of risk
associated with these activities.

Other Audits may also be scheduled at regular intervals or from time to time
reflective of the level of risk and the dynamic environment in which these risks
present themselves to the organisation.

The Office of the Audit General conducts focus area audits at state of local
government entities as an extension of annual financial audits and the Shire may be
invited to participate.

A detailed scope for each of the audits will be prepared when preparing the Request
for Quotation (when required in accordance with the Purchasing Policy) to provide
the services.

Appendix

Internal Audit Plan History
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(Conway Highbury Pty Ltd)

Conway Highbury Pty Ltd to:

+ use the questions from the
DLGSC to identify the Shire's
compliance and non-
compliance by reviewing:

o Governance Registers
(e.g. Returns Register
and Gifts Register
available on the Shire's
website and internally
maintained registers).

o Council and Committee
agendas and minutes

o supporting
documentation

+ establish adequacy of
supporting systems and
compliance levels

« provide a completed Return
and associated report

Date Purpose Scope Outcome
Undertaken
February 2022 | Compliance Audit Return The scope of work was for ARCb5.02.22

In summary, the Shire achieved a commendable and very high level of
compliance.

‘Disclosure of interest’ Q13 — under section s5.89A(6) of the Act, when a person
ceases to be a person who is required to make a disclosure under section 5.87A
or 5.87B, the CEO is to remove from the register all records relating to that
person.

* The register that relates to sections 5.89A and 5.89B contained records of
persons who ceased to be relevant after ceasing employment with the Shire
and/or retired from council or were not re-elected after elections in October
2021. The register has since been updated.

‘Disclosure of interest’” Q 25 — under sections s5.51A(1) & (3) of the Act, the CEO

is to prepare, and implement and publish an up-to-date version on the local

government’s website, a code of conduct to be observed by employees of the

Shire.

* A code was prepared and implemented as required but was not on the Shire’s
website. This has now been rectified.

‘Elections’ Q2 - Regulations 30G(3) & (4) of the Local Government (Elections)
Regulations 1997 require the CEOQO to remove any disclosure of gifts forms relating
to an unsuccessful candidate, or a successful candidate that completed their term
of office, from the electoral gift register, and retain those forms separately for a
period of at least two years.

» Some disclosure forms were still on the register. This has now been rectified.

September
2021

Staff Exit Controls
(Office of the Auditor General)

This audit assessed whether
agencies “effectively and
efficiently manage the exit of staff
to minimise security, asset and
financial risks”.

ARC 07.02.22

The Shire currently has a register and passes are deactivated promptly when a
staff member leaves. No audits of the register are undertaken. If a staff member
was to leave without returning the pass, it will still be deactivated.

No audit of active passes is undertaken.

A similar process exists for the return of keys. If keys are not returned by exiting
staff, the officers responsible will follow this up with that staff member.

The Shire has a checklist to assist managers in exiting staff and includes removal
from the shire IT network and return of shire owned assets.

There may be some access still available if the staff member has access to
specific external software applications but these are not critical or confidential and
pose a low risk.
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Date
Undertaken

Purpose

Scope

Outcome

The OAG report has identified some improvements that can be made to this
checklist.

A register is maintained by IT of all related assets issued to staff which includes an
audit trail of ownership.

A separate register of minor assets is maintained which includes the same assets
and is reviewed annually.

A comprehensive audit is undertaken by payroll/finance staff of departing
employees’ termination payments, including any debts owing.

This risk Is assessed on a case by case basis, as relevant to the position and the
circumstances of the departure.

In addition to the checklist, there are related procedures to assist managers in
exiting staff. Managers are reminded of these procedures from time to time.

There is some opportunity for improvement in the exiting of casual staff, which due
to the nature of their employment, may retain access to systems for a period of
time. This is currently checked every 12 months.

All staff are offered exit interviews, with approximately 75% accepting the offer.
Any issues or trends that are identified in these interviews are addressed with the
relevant manager, director or CEO as required.

August 2021

Financial Management Review
and Review of Risk
Management, Internal Controls
and Legislative Compliance

ARC5.12.21

An Inventory should be performed for all portable attractive assets and evidenced

by inventory sheets.

* Accepted. The Manager Finance and Governance will liaise with the Asset
Management Officer to develop/implement a process and documents for an
inventory stock-take.

Serial numbers be sourced and added to the Portable and Attractive Asset

Register for individual assets.

e Whilst it is acknowledged that this would be best practice, the implementation
of this recommendation has budget resource (human and monetary)
implications. The implementation of bar codes and bar code readers will be
considered as part of the Corporate Business Planning process for 2022/23.

The CEO Authorise multiple officers with the ability to exercise powers restricted
to when acting in a substantive position and/or have a check box added to the
Higher Duties form related to authorisation requirements.

26.04.2022 AUDIT AND RISK COMMITTEE CONFIRMED MINUTES

66



Attachment 2 to Report 8.2

Date
Undertaken

Purpose

Scope

Outcome

» Accepted. Higher Duties checklist form to be amended to include a check box
titlted “additional authorisations required”.

Each delegated authority maintain a register of how and when they exercised their
delegated authority including date, details and outcome. The source or
mechanism to register could be included within each Delegated Authority form
The Conflicts of Interest Policy detail how each section is currently managing
conflicts of interest under delegated authority and each section ensure they
register conflicts when they arise, even if the management strategy is to avoid or
transfer.

October 2020

Contract Management -
Internal Audit Report

ARC4.08.21

1. Misalignment of contract terms with Notice of Award.
Risk: Low

2. Lack of documented contractor performance reviews.
Risk: High

3. Administration of contract variations:

e Guidance required as to what constitutes an appropriate variation;

« No formal documentation for number and value of variations;

« No formal documentation for justification and approval of variations, including
cost and scope;

s Contracts register does not include some variations.
Risk: Medium

4. Delegation CE-151 does not include specific delegation limits for approvals of
contract renewals, extensions and variations.

Risk: High
5. No procedure in place to advise the contractor or custodian of the
contracts register of Council approved variations.
Risk: Medium
6. No evidence of requesting contractor insurance certificates on an annual
basis.
Risk: High
7. No documented payment approval process for contracts and tenders. This

should include guidance on monitoring expenditure against budget.

Risk: Medium

8. Unable to verify if invoiced charges are checked against agreed contract
price before authorising invoices for payment.

Risk: Medium

9. Extension of contracts is not formally documented; No mutually accepted
agreement for extension between Shire and contractor;

No documented evidence of contract review prior to extension of the contract;

26.04.2022 AUDIT AND RISK COMMITTEE CONFIRMED MINUTES

67



Attachment 2 to Report 8.2

Date Purpose Scope Outcome
Undertaken
No documented evidence or analysis of the contract to justify an extension or to
determine whether the extension is a change of scope of the original contract.
Risk: Medium
10. Timeliness of re-tendering process: contracts have been extended in
breach of the tender requirements due to delays in the re-tendering process.
Risk: High
December Infringements Audit (Paxon) + Interview relevant staff to ARC7.12.21
2020 gain an understanding ofthe |« The Shire’s “Dogs Local Law 2017" and “Keeping of Cats Local Law” are not
end to end processes for the aligned with current legislation;
issuing and management of * No formalised manual exists to guide Shire employees regarding their
infringements (including court obligations
imposed fines), for bush fire management;
+ Analyse documents including | e The "Community Safety Rangers — Operations Manual” is outdated and
strategies, plans, policies, consequently provides Shire rangers with obsolete guidance;
guidelines and reports; « Shire employees are not provided with adequate guidance regarding
« Perform data analytics on operational procedures for infringements of:
selected data sets; = Dog legislation (including the Shire’s “Dogs Local Law 20177);
« Review the number and = Environmental legislation;
amount of outstanding fines = Shire's “Parking Local Law 2009";
and infringements; = Health legislation; and
« |dentify opportunities for = Building legislation
improvement; and « The Shire’s “Compliance” policy does not provide a holistic perspective
Prepare an audit report with regarding the management controls and relevant legislation for infringements;
findings, recommendations + Registers which record details of the different types of infringements issued
and agreed actions to are either incomplete or non-existent and consequently obstructs management
address any control or control;
process improvement areas « No register is kept for unpaid infringements registered with the FER and
identified. consequently management control is obstructed;
+ No formal reporting regarding infringements takes place which is indicative of
weak management control;
+ The late issue of the sampled infringement notices may suggest those notices
are not enforceable; and
The collection of money for issued infringement notices appears slow and
cumbersome.
December Contracts Management Audit . Interview relevant staff to To ARC August meeting 2021
2020 (Paxon) gain an understanding of Paxon Recommendation 1 - Ensure the contract period is clearly noted on the
the end to end processes; Notice of Award. Ensure Notice of Award is retained as per record keeping
+ Analyse documents requirements.
including strategies, plans,
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Date
Undertaken

Purpose

Scope

Outcome

palicies, guidelines and
reports;
. Perform data analytics on
selected data sets;
. Identify opportunities for
improvement; and
Prepare an audit report with
findings, recommendations
and agreed actions to
address any control or
process improvement areas
identified.

Paxon Recommendation 2 - Documented and scheduled contractor review to be
included in contract terms, with a final contractor performance carried out prior to
contract expiry and extensions.

Paxon Recommendation 3 - Delegations and Procurement policies and
procedures should be amended to include specific guidance on contract variations
including appropriate number of variations and consideration as to whether the
variation changes the original scope of the contract or if the variation requires
council approval. Develop a template for recording the number and dollar value of
the individual variation and the total of the approved variations. Develop a
template to seek approval for variation including justification and seek approval for
the variation, including cost and scope. A process be developed to ensure the
custodian of the register is notified of all variations.

Paxon Recommendation 4 - Amend delegations, policies, and procedures to
include a specific delegation, including dollar value, for contract variation and
extensions.

Paxon Recommendation 5 - Develop a process to ensure all council decisions
regarding contracts or tenders, are conveyed to the stakeholders of the contract or
tender.

Paxon Recommendation 6 - Develop a process to ensure all current contractors
provide a Certificate of Currency each year for the duration of the contract.

Paxon Recommendation 7 - Develop a Payment Approval process for contracts
and tenders which includes guidelines for monitoring expenditure against budget
and guidelines as to the process for approval of payments. Recommend each
project has a separate general ledger account with relevant budget. Ensure
appropriate number of quotations are obtained for additional services required to
complete the project or advertise RFT/RFQ for project management services.
Paxon Recommendation 8 - Invoices for contracts and tenders should have a
copy of the current price schedule attached to the invoice to show that the invoice
charges have been checked to the price schedule.

Paxon Recommendation 9 - All Contacts and Tenders extensions granted must be
supported by formal documentation. All Contracts and Tenders extensions
granted must be supported by a formal documented mutual agreement by both
parties. Documented and scheduled contractor review to be included in contract
terms, with a final contractor performance carried out prior to contract expiry and
extensions. Develop a template to seek approval for extension including
justification and also provides an analysis of the contract, to determine whether
the extension is a change of scope of the original contract. Extensions must be
processed in a timely manner before the expiration of the current contract and
only if an extension option is included in the original contract.
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Date Purpose Scope Outcome
Undertaken
Paxon Recommendation 10 - Delegations and Procurement paolicies and
procedures should be amended to include specific delegation limits for approval of
contract extensions.
Paxon Recommendation 11 - Develop a process for the custodian of the
contracts register to review the register on a regular basis to ensure tendering
process is commenced in a timely manner to avoid unnecessary contract
extensions.
December Internal Light Fleet Audit * Review the utilisation, ARC5.08.18
2017 (KPMG) purchase and operating costs | KPMG Recommendation 1 — Select and trial logbooks or an integrated Fleet
of Shire of Mundaring light Management System to collect evidence based data required to effectively
fleet vehicles (including utility | assess, manage and optimise the fleet.
vehicles) inclusive of KPMG Recommendation 2 - Consider reducing fleet size by not purchasing all
commuting and private use planned vehicles in FY18 and FY19. In particular, these could come from
costs. reallocation of vehicles with low utilisation in the Recreation & Leisure and
+ Review and consider Shire of | Community Safety & Emergency Management departments or Operations and
Mundaring's fleet policies, in Rangers callout vehicles.
light of industry best practice | KPMG Recommendation 3 - To enable future fleet reductions, ensure vehicles are
approaches and identify pooled consistently to optimise utilisation opportunities within and across service
similarities and opportunities teams.
for improvement. KPMG Recommendation 4 - Refresh Policies and Procedures to include
e Examine fleet performance procurement guidelines, call out definitions and ensure adherence to
against readily available requirements.
industry comparators and KPMG Recommendation 5 - Consider vehicle leasing including Novated Leasing o
benchmarks; and KPMG Recommendation 6 - Standardise the vehicle specifications and fleet
Develop and provide composition of vehicles predominantly for private use.
recommendations for KPMG Recommendation 6 - Standardise the vehicle specifications and fleet
improving the performance of | composition.
the fleet KPMG Recommendation 7 - Review HR Policies and future employment
entitlements regarding provision of vehicles for private and commuting use.
March 2016 Internal Procurement Audit ¢ Review organisational DARC2.07.16
(Deloitte) structures, business Finding 1 - Limited guidance provided in the tender processes (Risk — Critical)
processes and systems in Finding 2 - Insufficient guidance to ensure consistent use of purchase orders
procurement to across the organisation (Risk — Critical)
prevent/minimise Finding 3 - Lack of robust conflict of interest process for employees involved in
opportunities for procurement activities (Risk — Important)
misconduct. Finding 4 - Expense policy document has not been developed (Risk — Important)
. Review systems, controls Finding 5 - A robust contract management system is not in place (Risk —
and practices to identify Important)
incidences of Finding 6 - Financial Delegations of Authority have not been clearly communicated
noncompliance with or applied consistently (Risk — Important)
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Date
Undertaken

Purpose

Scope

Outcome

legislation and procurement
procedures.

Review reporting and
management practices for
identified or suspected non-
compliance and misconduct.

Finding 7 - System controls with Online Requisitioning System (OLR) are
insufficient to support the purchasing system (Risk — Important)

Finding 8 - Purchasing card spend is not appropriately controlled (Risk —
Important)

Finding 9 - Limited review of system changes as audit logs are not reviewed (Risk
— Moderate)

Finding 10 - VYendor master data file maintenance (Risk — Moderate)

Finding 11 - Petty cash policy not in place (Risk — Minor)
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8.3

Operating Risk Register

File Code RM.RAS 1

Author Elizabeth Nicholls, Governance Co-ordinator
Senior Employee Garry Bird, Director Corporate Services
Disclosure of Any Nil

Interest

Attachments 1. Operating Risk Register - Risk Dashboard §
SUMMARY

That the Audit and Risk Committee note the Operating Risk Register (Register)
(Attachment 1).

BACKGROUND

An item was presented to the Audit and Risk Committee meeting held 22 February 2022
regarding the Strategic Risks Review. The Committee determined:

That this item be deferred to the 26 April 2022 Committee Meeting to allow the Committee
to consider these risks in conjunction with the Operating Risk Register, scheduled for
consideration at that meeting.

As part of the Shire’s greater focus on risk management in general, this document has
been updated from the internal Risk Management Committee Meeting.

STATUTORY / LEGAL IMPLICATIONS
Nil
POLICY IMPLICATIONS

Risks are considered and measured in accordance with the Shire’s Risk Management
Policy.

FINANCIAL IMPLICATIONS
There are no perceived financial implications arising from the Recommendation.

STRATEGIC IMPLICATIONS

Mundaring Strategic Community Plan 2020 - 2030

Priority 4 - Governance

Objective 4.4 — High standard of governance and accountability
Strategy 4.4.3 — Risks are well managed

SUSTAINABILITY IMPLICATIONS
There are no perceived sustainability implications arising from the Recommendation.
RISK IMPLICATIONS

Risk: Officers do not review the Operating Risk Register on a regular basis consistent with
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the Shire’s Strategic risk.

Likelihood Consequence Rating

Possible Moderate Low

Action / Strategy

That Officers review the Shire’s Operating Risk Register regularly and presented to the
Audit and Risk Committee for noting.

EXTERNAL CONSULTATION
Nil
COMMENT

The Register is an operational document used by Staff and is to be read in conjunction
with the Strategic Risk Register (also presented to the Audit and Risk Committee for
consideration at this meeting). The Register has been provided in a static pdf format for
the purposes of this meeting however it is used by Staff in an editable spreadsheet with
increased functionality.

The Register includes the following headings/ themes:

Asset Sustainability Practices (Asset Sustainability)

Business and Continuity Disruption (Business Disruption)

Failure to Fulfil Compliance Requirements (Statutory, Regulatory) (Compliance)
Document Management Processes (Document Management)

Employment Practices

Engagement Practices (Engagement)

Environment Management (Environment)

Error, Omissions and Delays

© 0 N o bk wDdE

External Theft and Fraud (incl. Cyber Crime)

10.Management of Facilities, Venues and Events (Facilities/ Venues)

11.1T, Communication Systems and Infrastructure (IT and Communications)
12. Misconduct

13.Project/ Change Management

14.Safety and Security Practices (Safety and Security)

15. Supplier and Contract Management (Supplier/ Contract)

The Operational Risk Register is considered by Staff on a rolling basis and is attached for
Committee Member noting.
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VOTING REQUIREMENT
Simple Majority

RECOMMENDATION

That the Committee notes the Operating Risk Register as attached.

Due to time constraints, Item 8.3 “Operating Risk Register”, Item 8.4 “ Strategic Risks

Review” and Confidential Item 10.1 “ Office of the Auditor General — Cyber Security Audit”
will be considered at the next Audit and Risk Committee meeting scheduled for Tuesday,

17 May 2022.
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Mundaring Measures of Conseq

PEOPLE (Staff & Public)
i To PROPERTY (Plant, NATURAL
Ratin, COMPLIANCE . FINANCIAL IMPACT
d Physical Peychological SERVICE (Social / Community) Equipment, Buildings) |  ENVIRONMENT
Temporary, no Unsubstantiated,
i No material service No noticeable . Contained, reversible
Imlnn:ﬂum legllgwble \:eave 'aken“sh:‘)’:\ nterruption localised I:rf/‘\mp‘a?I 00 [ o culatory or statutory | INeonseavential |00 e byon | - Less than $10,000
uries form mpact wi Lessthan 1 hour | _Sommunity lrust fow impact site response
full recovery profile or no media item.

Sick leave, short

Short term temporary | Substantiated, localised Localised damage | Contained, reversible

"';‘“' First Aid injuries ::’gv':‘pﬂ interruption — backlog | - impact on community S°"‘:°‘:|"“;f’n'::é"°" reclified by routine | impact managed by | $10,000-$100,000

wee':{ ed < 1day trust or low media item P internal procedures internal response

Significant, non- Medium term Substantiated, public Short term non-

T Lost time injury less permanent, temporary interruption | embarrassment, o e | Localised damage | Contained, reversible
oy longer term ~ backlog cleared by | moderate impact on P requiring external impact managed by | $100,001 to $350,000
3 Days significant regulatory
iiness, recovery | additonal resources < | community rustor [ SSRUCATIO B | resources torectity | - external agencies
1-6 months 1 week moderate media profile | "% P

Substantiated, public
embarrassment,
widespread high impact
on community trust, high

Prolonged interruption
of services — addition:

Non-compliance results|
in termination of
services or imposed

Longer term
Major Lost time injury more illness, severe
4 an 10 Days trauma, extended

Significant damage | Uncontained, reversible|
requiring internal & | impact managed by a
external resources to | coordinated response.

H

resources; 350 000 to $2.0M
performance affected

incapacity media profile, third party | ~ Penlies to Shire/ rectify from external agencies
Officers
actions
Death, ‘Substantiated, public
permanent embarrassment, [ Non-compliance results|  Extensive damage
Indeterminate widespread loss of | in litigation, criminal | - requiring prolonged
e Fatality, permanent disabling llness, | Prolonged interruption oo i trust, high | charges or significant | period of restitution Uncontained, >$2.0M
5 isabilty of services non- irreversible impact
ost- o SenGes non n|  Widespread multiple | damages or penalies | Complete oss of plant,
Traumatic Stress | media profile, third party | o Shire/ Officers | equipment & building
Disorder actions.
Measures of Likelihood Risk Matrix

Description Frequency Mg =5 a e

CETr——— S rosse o T
Unllaly Low(2) Low (4) | woderwe® | wodere® |

Rare
o Low (1) Low (2) Low (3) Low (4)

Rating

PR NI The event is expected to ocur in most circumstances | More than once per year

The event will probably occur in most circumstances Atleast once per year

[The event could occur at some time Atleast once in 10 years

The event may only occur in exceptional circumstances. | Less than once in 15 years

Risk Acceptance Criteria
Risk Rank Criteria Resnonsibility

Risk acceptable with adequate controls, managed by routine procedures and subject to annual m

Low
woossare | v | o T e T FO D e || s

Controls Ratings
Rating Foresecable Description

[Processes (Controls) operating as intonded and / or aligned to
Policies & Procedures; are subject to ongoing maintenance and
monitoring and are being continuously reviewed and tested.
Whilst some inadequacies have been identifed; Processes
There is some scope for impr in place, are being addressed / complied with and
are subject to periodic review and testing
[Processes (Controls) not operating as ntended, 4o not st or
A need for corrective and | or improvement actions exist. |are not being addressed / complied with, or have not been
reviewed o tested for some time.

There is ltte scope for improvement

Is the required

Is a physical object, Does it, arrest or o
Start > techsystemand/or human —Vess mitigate an unwanted event ——Yes»- P b:’ e —Yes> Control
J action? sequence? WAL
auditable?
| | |
No No No
Nota

Control |
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Shire of Mundaring
Risk Dashboard Report October 2018
Asset Sustainability Practices fonre External Theft and Fraud (inc. Cyber Crime) B! B
Effective Moderate Adequate

Current Actions Due Date Current Actions Due Date
Implement automatic shutdown of all network
- M; T
machines at am or 3 am to ensure all updates and | _A“9-2" anager
SREFI SREFI WREF! ;:n/vrf unsupervised access o server room to IT staff [, o Manager IT
SREFI SREFI WREF! Use Compliance Criteria in RFQs and RFTS to pug-21 Manager IT
specify that suppliers agree with our IT security
#REF! #REF! #REF! #REF! #REF! #REF!
#REF! #REF! #REF!
Business & Community Disruption Risk Control Management of Fa s, Venues and Events Risk C°""_°'
Not Material Not Rated High Effective
Current Actions Due Date ity Current Actions Due Date ibility
#REF! #REF! #REF!
#REF! #REF! #REF! HREF! HREF! HREF!
#REF! #REF! #REF! #REF! #REF! #REF!
#REF! #REF! #REF!
Failure to Fulfil Compliance Requirements q
Risk Sontrol IT, Communication Systems and Infrastructure Risk Sontrol
(Statutory, Regulatory) Moderate Effective Moderate Adequate
Current Actions Due Date Current Actions Due Date ibility
#REF! #REF! #REF!
#REF! #REF! #REF! #REF! #REF! #REF!
#REF! #REF! #REF! #REF! HREF! #REF!
Document Management Processes L Lo Misconduct L Lo
Moderate Effective Not Material Effective
Current Actions Due Date Responsibility Current Actions Due Date Responsibility
#REF! #REF! #REF!
#REF! #REF! #REF!
Employment Practices Risk Control Project / Change Management Risk Control
Moderate Adequate Moderate Adequate
Current Action: Due Date Current Actions Due Date ibility
#REF! #REF! #REF! H#REF! #REF! #REF!
#REF! #REF! #REF! #REF! #REF! #REF!
#REF! #REF! #REF! #REF! #REF! #REF!
Engagement Practices Risk Control Safety and Security Practices Risk Control
Not Material Not Rated Moderate Adequate
Current Actions Due Date ity Current Actions Due Date ibility
#REF! #REF! #REF! H#REF! #REF! #REF!
#REF! #REF! #REF! #REF! #REF! #REF!
#REF! #REF! #REF!
#REF!
#REF! #REF! #REF!
Environment Management — I Supplier and Contract Management K 8K ORI
Moderate Adequate Not Material Not Rated
Current Actions Due Date ility Current Actions Due Date ility
#REF! #REF! #REF! H#REF! #REF! #REF!
#REF! #REF! #REF!
#REF! #REF! #REF!
Risk Control
Errors, Omissions and Delaye NotMaterfal | Not Rated To add additional Actions cels, insert a new line,
. click in the last of the existing cells above and drag
e oo RSN oW Bl down. This will bring the formulas into the new cells.
#REF! #REF! #REF!
#REF! #REF! #REF!

Page 2
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Attachment 1 to Report 8.3

ategic Ris Sep-21
Risk Description Risk Cateaory Kev Risk Conseauences Likelihood Conseqguence Tolerance Kev Controls
Federal / State Public Health and COVID-19 Directives
Health impact (society) implemented with focus on relief and recovery
Economic impact (society) requirements and critical service provision;
.ack of planning for , responding to and recovery from COVID- . |Financial impact (Shire) . . Attention Local Recovery and Relief- Committee and Initiatives
. - Health / Economic N ) Almost certain Major . . . § . e
9 Pandemic and global impact Environmental benefit required including subcommittees (community & economic);
Interruption to service Sector- wide Lobbying and Advocacy;
People OP-30 Pandemic Leave, OP-22 COVID-19 in the
Workplace.
Financial State and Local Emergency Management Arrangements
People Business Continuity Plan
Natural Workforce Plan (skills in emergency management)
.ack of planning for responding to and recovery from major Health / environment . Attention LPS4 and relevant policies
" . N . . . Unlikely Extreme . N P .
1atural disasters ie. Bushfire/flooding Environmental |Interruption to required Bushfire mitigation service
service Volunteer bushfire brigades
Property MOU with DFES
Reputation Bushfire Area Access Strategy
Financial impact (positive
Aajor economic shifts, e.g. global financial crisis Economic and negative) . Unlikely Moderate Moderate Monitor LTFP; .
Impact on community Integrated planning processes.
Loss of service
LTFP;
) - Sector wide lobbying and advocacy strategy e.g.
N . Financial impact - revenue . A
Sore changes to local government - e.g. rating powers, . y . . Attention WALGA;
R Political Compliance Possible Major . N -
oundary changes, LG Act and other State legislation " . required Input into LG Act review;
Interruption to service N . - .
Actively monitor legislative changes;
Stakeholder relationship management plan.
LTFP;
Strategic Community Plan; Community Engagement
nability to manage community expectations for increased Attention Framework;
N 9 . P " Political Reputation Almost certain Moderate . Community Perception Survey Adequate
iervice levels based on capacity to deliver required .
Resident and Ratepayers Forums
Ongoing communication around existing capacity and
services
3reakdown of relationship and/or structural service changes Financial impact - revenue Stakeholder Relationship Management Plan;
vith key external stakeholders eg WALGA & State Political Interruption to service Unlikely Major Moderate Monitor EMRC Establishment Agreement; Adequate
Sovernment Reputation WALGA Zone membership.
Membership of EMRC.
Financial impact - revenue Attention Relationships with Swan and Kalamunda
3reakdown of relationship with the EMRC. Financial / Service | imp N Possible Major . Stakeholder Relationship Management Plan Adequate
Interruption to service required
Waste Reserve
i _ _ _ _ EMRC Establishment Aareement
he Stralteglc Community Plan fails to meet community Political Reputation Possible Moderate Moderate Monitor IPR framework Community Engagement Strategy to Adequate
:xpectations. develop SCP
Systems, procedures, training and reporting.
Financial Governance Framework,
3reakdown of corporate governance controls, including . " Attention Annual compliance audit return,
o . Governance Compliance Unlikely Extreme . . "
iystems, procedures, training and reporting Reputation required internal and external audits,

Audit and Risk Committee (ARC).
External membership on ARC.
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Codes of Conduct
Legislative separation of power
Sorporate governance failure - breakdown in relationship Reputation rcegg)ltn?easlldthcl)(r;nfgnltl:zlsrgn'e rocess
retween councillors/staff; Council/ CEO; and between Governance Financial Unlikely Moderate Moderate Monitor N ualp view p Adequate
.ouncillors Compliance Induction programs for elected members and staff,
Admin-01 Communications between Elected
Members and Employees
Compnlaints Mananement Palicv
{armful effects of unregulated broadcast channels (e.g. social . . Social Med!a Oper_atlonal Plan and adequate resourcing;
. X . N L N Reputation . Attention Use of Social Media OP-40
nedia) which can distort Shire communications and increase Governance Almost certain Moderate . Adequate
. . People required Code of Conduct
ipread of disinformation L
Training of staff and elected members.
LTFP;
State government changes to fees, levies, rebates, cost ) ) Financial |mPact - revenue ) Attention Sector wide lobbying and advocacy strategy e.g.
e . . Financial and expenditure Likely Moderate . WALGA. Adequate
ihifting, and unfunded service requirements ) required . .
Reputation Communicate local impact assessment of state and
federal budaets
LTFP;
ncreased waste management costs due to variations in world . . Financial impact . . Attention Regional Waste Education Steering Group;
. o Financial . . Possible Major . Adequate
ecycling markets and state government waste initiatives Environmental impact required Waste Plan
Participation in EMRC
. . . LTFP/AMP/Integrated planning process;
ied_uced external grants e.g. Roads to Recovery, Financial Financial Financial impact Possible Moderate Moderate Atten'tlon Lobbying and advocacy e.g. via ALGA, WALGA; Adequate
\ssistance Grants required N -
Evaluation/accreditation.
LTFP/Integrated planning;
nab,llty to fund Asset Management Plans at appropriate Financial Financial Unlikely Moderate Dhee Monitor R!gour of Cogncﬂ prlormsatlon;‘
iervice levels Rigour of project management;
Asset Management Plans.
Financial PS4
. Development of Conservation Strategy
ack of planning and delivery of protection and conservation of Natural Environment Friends Group Strate
. P 9 Ty orp Environmental |Property Possible Moderate Moderate Monitor .p ay
\atural areas / Eastern Region Catchment Management Program
Reputation .
Dedicated landcare and verge week control teams
Local Climate Change Adaptation Action Plan;
Regional Climate Change Adaptation Action Plan;
Environment LPS4;
Tadequate local plans and response to impacts of Climate Environmental  |People Likely Major Auen_hon Drainage capgcuty program; o A
hange N 5 required Annual reporting on the Energy Emissions Reduction
Financial
Strategy;
Council Policy on Environment;
Climate Emergency Declaration.
Vorkforce not fit for purpose to deliver organisational People Regular service reviews;
. Workforce Financial Unlikely Moderate Moderate Monitor Workforce Plan;
utcomes and services " ) )
Interruption of service Inteqrated Planning process.
Financial impact LTFP;
ndustr]al action/staff turnover due to failure to negotiate Workforce Interruption of service Unlikely Major Moderate Monitor Workforce Plan (WFP);
1dustrial agreements . Engage IR support;
Reputation h s
Fair Work Commission.
Business Continuity Plan;
Insurance, annual reviews;
3usiness interruption (systems, people, facilities) e.g. cyber Interruption to  |People Possible Moderate Moderate Monitor CBP;

iecurity breaches, loss of building

Service

Interruption of service

Asset Management Plan;
Local Emergency Management resources;
Cvber securitv svstems and controls.
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Asset Sustainability Practices

These include fleet, buildings, roads, playgrounds, boat ramps and a

Areas included in the scope are;

-Inadequate design (not fit for purpose)

-Ineffective usage (down time)

-Outputs not meeting expectations

-Inadequate maintenance activities.

-Inadequate financial management and planning (capital renewal pla

Failure or reduction in service of infrastructure assets, plant, equipment or machinery.

It does not include issues with the inappropriate use of the Plant, Equipment or Machinery. Refer Misconduct.

Il other assets during their lifecycle from procurement to disposal.

n).

Potential causes include;

Skill level & behaviour of operators

Unavailability of parts

Lack of trained staff

Lack of formal or appropriate scheduling (maintenance /
inspections)

Outdated equipment

Unexpected breakdowns

Insufficient budget to maintain or replace assets

Controls Assurance

Control data,

asset management indicators and capital works programming.

1 Control is Control is Control is up to Control is quality &
Key Controls Type Date Ratmg Control Owner documented? understood? date? relevant? integrity have Comments
been validated?
Inadequate funding for capital r | projects over the life of the LTFP (as opposed to new works)
Routine maintenance schedules for infrastructure items (roads,
bridges, drainage, footpaths), parks and reserves, buildings, fleet Preventative Nov-20 Effective Manager Design Services
and eauipment.
Asset register is reviewed and updated at least annually. Preventative Nov-20 Effective Manager Design Services
Asset replacement schedules developed for relevant items. Preventative Nov-20 Effective Manager Design Services
Reactive maintenance program. Recovery Nov-20 Effective Manager Design Services
Ass.ets.o.fﬂcer monitors and assists with developing and Preventative Nov-20 Effective Manager Design Services
maintaining renewal programs.
Qngomg review anq upqate of asset management documents Preventative Nov-20 Effective Manager Design Services
including strateav. individual AMPs and renewal proarams.
Review of the LTFP, CBP and 10yr capital works program as part Preventative Nov-20 Effective Manager Design Services
of_t_he annual budaet process.
Utilisation of ne_tworks via IPWEA NAMS program, WALGA and Preventative Nov-20 Effective Manager Design Services
departmental circulars/updates.
Fair Value adjustment undertaken in 3yr cycle for plant, land,
buildings and infrastructure assets, including condition assessment Preventative Nov-20 Effective Manager Design Services
and review of remainina usgful Iife‘(RUL).
Regular workshops and training with elected members on LTFP, Preventative Nov-20 Effective Manager Design Services

Not managing the transfer of responsibility to Shire ownership of new assets with due regard to fit for purpose, condition and

ongoing future operating costs (subdivision assets, boardwalks etc.)

Interna! multi-disciplinary team assesses requirements and Preventative Nov-20 Adequat . Design Services
budaeting for new assets from external develooments.

Developers required to submit detailed plans for Shire approval,

regular inspections during construction with 12 to 24 month defect Preventative Nov-20 Adequat M Design Services
periods before full handover to the Shire.

New assets are constructed to Shire and other relevant standards. Preventative Nov-20 Effective Manager Design Services
Asset register is reviewed and updated at least annually. Preventative Nov-20 Effective Manager Design Services
Srzi:lstlsng expenses reviewed annually as part of the budget Preventative Nov-20 Adequat . Design Services
f;%?gf:ﬁ;:w assets identified in the CBP, LTFP and future Preventative Nov-20 Effective Manager Design Services
Fair Value adjustment undertaken in 3yr cycle for plant, land,

buildings and infrastructure assets, including condition assessment Preventative Nov-20 Effective Manager Design Services
and review of remainina useful life (RUL).

Regular workshops ,am.j training with e!ected members on ITTFP’ Preventative Nov-20 Effective Manager Design Services
asset management indicators and capital works programmina.

Increased building operat | costs b of climate change

Building energy efficiency measures. Preventative | Nov-20 | Ad I{ Manager Building Assets
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Rationalisation of inefficient buildings. Preventative Nov-20 Manager Building Assets
Invgstlgatlon o.f improved, energy efﬁment_ a.nd rob_us_t materials Preventative Nov-20 Adequate Manager Building Assets
during the desian process for new and existina buildinas.
Overall Control Ratings: | Effective |
Current Actions [Due Date Responsibility Status of Actions Comments
Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments
Consequence: Major C q C 1t
Likelihood: Possible Likelihood: | Constant
Service interruption, Financial, Reputation
Overall Risk Ratings: High Risk rating trend since last review P
B Cr Trend since
Indicators Type Guidelines Result worse than . Comments
last review?
Tolerance
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Comments

Comments
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Business & Community Disruption

Failure to adequately prepare and respond to events that cause disruption to the local community and / or normal business activities. This
could be a natural disaster, weather event, or an act carried out by an external party (e.g. sabotage / terrorism).

This includes;

-Lack of (or inadequate) emergency response / business continuity plans.

-Lack of training for specific individuals or availability of appropriate emergency response.

-Failure in command and control functions as a result of incorrect initial assessment or untimely awareness of incident.

-Inadequacies in environmental awareness and monitoring of fuel loads, curing rates etc

This does not include disruptions due to IT Systems or infrastructure related failures - refer "Failure of IT & communication systems and
infrastructure”.

Potential causes include;

Cyclone, storm, fire, earthquake Extended utility outage
Terrorism / sabotage / criminal behaviour Economic Factors
Epidemic / Pandemic Loss of Key Staff
Loss of suppliers Loss of key infrastructure
Climate change Controls Assurance
Control data,
A Control is Control is Control is up to Control is quality & integrity
KeyjContiol Type PE(D Ratng CoptelOREey documented? | understood? date? relevant? have been Ecments
validated?
Significant emergency event (such as Wooroloo bushfire) involving loss of property resulting in increased application workload,
pressure on staff and ity sensitivity relating to approvals and processes for clearing and rebuilding.
Continue to apply and encourage bushfire risk mitigation measures Preventative Mar-21 Effective Manager Community Safety
for new development & Emergency Management
Connnu_e to_supporl responsible f_uel _Ioad reduction _aroupd existing Preventative Mar-21 Effective Manager Community Safety
properties, informed by DFES guidelines and bushfire science & Emergency Management
Training for staff in having difficult conversations and dealing with Preventative Mar-21 Effective Manager HR

people in distress

Maintain support through appropriate agencies for staff dealing
repeatedly with residents who are grieving loss of property, family Responsive Mar-21 Effective Manager HR
members, pets or environmental features

Access additional staff and resources, e.g. part-time staff, perhaps

even from other LGs if required Responsive Mar-21 Effective Manager HR
Lack of available skilled staff/contractors.

Leadership Team members are actively engaged in annual Preventative Aug-21 Adequate Manager HR
Workforce planning processes

Timely a_n_d strategic recruitment is undertaken to fill vacancies and Responsive Aug-21 Adequate Manager HR
new positions

Multi-skilling/job rotation/continuous development of employees Preventative Aug-21 Adequate Manager HR

within and across services

Reqaister of key staff/positions maintained and reviewed annually Preventative Aug-21 _ Manager HR

Labour hire agency staff and contractors are engaged as required to

Responsive Aug-21 Effective Manager HR
meet short terms needs
Workplace of choice and retention strategies Preventative Aug-21 Effective Manager HR
Employee§ receive regular training related to responding to Preventative Aug-21 Adequate Manager HR
emergencies
Emplovee Wellbeing Program Preventative Aug-21 Ade Manager HR
Employee Assistance Program Responsive Aug-21 Effective Manager HR
Business (_:ontlnu!ty Plgn enacted in response to an event likely to Responsive Aug-21 Effective Manager HR
cause business disruption
Contract management practices Preventative Aug-21 Ad Manager HR
Insufficient of VBFB v S
VBFB'’s have continued to maintain a dedicated longstanding core Manager Community Safety
group of members and of their own accord (supported by SoM and Preventative Sep-21 Adequate ’

DFES) undertake recruitment activities. Emergency Services

Manager Community Safety,
Emergency Services

SoM continued support, administration, effective resourcing and

governance of VBFB'’s. Continue to update and maintain equipment. Preventative Sep-21 EEclE
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Business & Community Disruption

Brigade callout schedules can be adjusted across SoM and other Manager Community Safet
nearby LGA brigades. (Should a temporary shortage of volunteers Preventative Sep-21 Effective Ergner enc Ser\yices o
within a particular VBFB occur). gency
Risk of busi continuity arising froma lemic.
Regular review and testing of our existing BCP and LEMA M n
X anager Community Safety,
plans/Arrangements Preventative Sep-21 Adequate Eglergency Seni,ices i
Horizon planning in relation to communicable diseases. .
Preventative Sep-21 Adequate Manager Communlty_ Safety,
Emergency Services
Local Emergency Management Arrangements and processes, (that Responsive & Manager Community Safety
align with National /State/District Emergency management Preventative Sep-21 Adequate Emergency Services ’
arranaements g Yy
Refer to Procedure Admin-47 COVID-19 in the Workplace and OSH- " 5
02 Fitness for Work. RESPOHSN.e & Sep-21 Adequate LEERSy Communlty. oty
Preventative Emergency Services
Risk of interuption to service due to resp and y activities.
LEMA Recovery sub-plan in place which is regularly tested via Responsive & Manager Community Safety
exercising and activation . Sep-21 Adequate A ’
Preventative Emergency Services
State recovery arrangements in place to assist local governments Manager Community Safety
where scale of incident and impact is likely to overwhelm local Responsive Sep-21 Adequate ey Satees ’
resources. Note these partlv leverage Commonwealth i ce 4
Disaster Recovery Funding Arrangements (DRFA). .
Responsive Sep-21 Adequate Manaoel Commumty' Saretyy
Emergency Services
Failing to provide continuity of waste collection and...
Not Rated
Overall Control Ratings: Not Rated
Current Actions [Due Date Responsibility Status of Actions Comments
I
Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments
Consequence: Not Material q | C
} . . Likelihood: Not Material Likelihood: | ci
Service Interruption / Reputation
Overall Risk Ratings: Not Material Risk rating trend since last review P
CEErEr Trend since
Indicators Type Guidelines Result worse than N Comments
last review?
Tolerance
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Business & Community Disruption

Comments
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Failure to Fulfil Compliance Requirements (Statutory,

Regulatory)

Failure to correctly identify, interpret, assess, respond and commun

based legislation (refer “Ineffective Employment practices).

icate laws and regulations as a result of an inadequate compliance

framework. This includes, new or proposed regulatory and legislative changes, in addition to the failure to maintain updated internal &
public domain legal documentation. It includes (amongst others) the Local Government Act, Planning & Development Act, Health Act,
Building Act, Dog Act, Cat Act, Freedom of Information Act and all other legislative based obligations for Local Government.

It does not include Occupational Safety & Health Act (refer "Inadequate safety and security practices") or any Employment Practices

Potential causes include;

Lack of training, awareness and knowledge

Lack of Legal Expertise

Staff Turnover

No Compliance Officer or person responsible for Compliance
oversight and enforcement

Inadequate record keeping/ failure of corporate electronicsystems

Breakdowns in the tender or procurement process

Ineffective policies & processes

Ineffective monitoring of changes to legislation

Impulsive decision making

Attitudinal problems

Councillor turnover

Controls Assurance

Control data,

. Control is Control is Control is up to Control is quality & integrity|
ReviContcls Type E Raing Contielowney documented? | understood? date? relevant? have been IS
validated?
Non-compliance with the Local Government Act
Dedicated govgrnance_serwce to provide oversight and advice in Preventative Mar-22 Effective Manager Finance &
terms of compliance with the LG Act. Governance
Comprehenswe suite of poI.|C|es, procedures and guidelines are Preventative Mar-22 Effective Manager Finance &
reviewed. updated and available to all staff. Governance
Governance induction for all new permanent employees. Preventative Mar-22 Effective Manageinancels!
Governance
Utilisation of networks and advisory services via Department, e —
Governance Network, departmental circulars/updates and legal Preventative Mar-22 Effective g
advice. Governance
Ongoing professional development for key staff, namely .
Executives and Governance, to ensure currency of knowledge of Preventative Mar-22 Effective LETEERY (AIERED &
R Governance
LG Act and Regulations.
External and internal audits (formal and informal), annual e —
Compliance Audit Return and self assessments against OAG's Preventative Mar-22 Effective g
. Governance
performance audit reports.
Non- pli with tax legislation in relation to FBT and GST
Subscription to WALGA tax advisory service. Preventative Mar-22 Effective LETEGE AITEEDE
Governance
Ongoing professional development and training for Finance staff. Preventative Mar-22 Effective Manageinancels!
_ _ _ _ _ Govem_ance
Recruitment and retention of qualified and experienced Finance Preventative Mar-22 Effective Manager Finance &
employees. Governance

Non-compliance with Australian Accounting Standards in terms of financial reporting and accounting for revenue and expenses

Recruitment and retention of qualified and experienced Finance

Manager Finance &

Preventative Mar-22 Effective

emplovees. Governance
On.gom.g professional development and training of Finance staff to Preventative Mar-22 Effective Manager Finance &
maintain currency of knowledae. Governance
Sourcmgv industry ﬂnapqal reporting templates developed by Preventative Mar-22 Effective Manager Finance &
external industry specialists. Governance
Annual financial audit undertaken by the OAG. Detective Mar-22 Effective ey o ancels

Governance

Non-compli with building standards and regulations for t

backflow devices, platform lifts, fall prevention etc.

g of RCDs, emergency and exit lights, fire equipment,

Manager Building

Planned scheduled testing Preventative Nov-20 Adequate

Assets
Regular update bulletins through the OSH Officer Preventative Nov-20 Adequate Ma"aQA:rsgt:"d'"Q
Training of staff in other areas (ie Building Services) Preventative Nov-20 Adequate Manai:rsft:“dmg
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Engagement of qualified contractors

Ongoing training for key staff

Preventative

Preventative

Formally qualified staff in the Building and Environmental Health
areas are called upon

Assistance from Shire Fire Safety staff Preventative Nov-20
Alternative work for affected works crews Preventative Nov-20
Appropriately trained fire detection person with water truck to be Preventative Nov-20
present

Work on a different site on Total Fire Ban days Preventative Nov-20

Preventative

Acting on complaints

FAQs for ARC telephone enquiries staff Preventative Mar-21
Software to track statutory functions (APS, CARS) Preventative Mar-21
Training and professional development for staff to ensure currency Preventative Mar-21
of knowledae

Service inductions for all new staff Preventative Mar-21
Intefnal audits and self-assessments against OAG performance Detective Mar-21
audit reports

Networking with colleagues in other local governments Preventative Mar-21

Responsive

Communications campaign about the need to contact and register
with the Shire

Preventative Mar-21

attendance at industry briefings/events

Qualified / experienced staff in Planning and Environment Services Preventative Mar-21
Software to track and guide statutory functions (APS, CARS) Preventative Mar-21
Training and ongoing profes_swnal develqpment for staff to ensure Preventative Mar-21
currency of knowledge (particularly bushfire)

Documented staff peer review of assessments Detective Mar-21
Effective and timely communication with team members Preventative Mar-21
Internal audits and self-assessments Detective Mar-21
Networking with colleagues in other local governments and Preventative Mar-21

Flexible working arrangements within the team

The Shire passively enforces aspects of the planning framework
and depends on community complaints/concerns to initiate most
compliance matters

Responsive

Responsive Mar-21

Adequate

Compliance officer, on advice from the Manager of Planning,
prioritises matters raised of significant non-compliance particularly
on matters representing ‘irreversible risks' or public safety issues

Preventative Mar-21

Environmental conditions are captured within the workflow system
and Environment staff pro-actively follow up priority environmental
conditions imposed on approvals

Responsive Mar-21

Staff available to answer enquiries / phone calls in relation to what
tvpe of works require approval

Preventative Mar-21

M Building
Assets

Manager Operations
Services

Manager Operations
Services

Manager Operations
Services

Manager Operations
Services

Manager Operations
Services

Manager Building and
Health

Manager Building and
Health

Manager Building and
Health

Manager Building and
Health

Manager Building and
Health

Manager Building and
Health

Manager Building and
Health

Manager Building and
Health

Manager Building and
Health

Manager Planning &
Environment

Manager Planning &
Environment

Manager Planning &
Environment

Manager Planning &
Environment

Manager Planning &
Environment

Manager Planning &
Environment

Manager Planning &
Environment

Manager Planning &
Environment

Manager Planning &
Environment

Manager Planning &
Environment

Manager Planning &
Environment

Manager Planning &
Environment
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Prioritise State Government requests for comment on reform that
relate to the Shire

Adequate

possible)

plans to reflect realistic and achievable taraets

Responsive Mar-21
Liaise regularly with DPLH to ensure strategic projects fulfil the
state framework and expectations (obtain advice in writing where Responsive Mar-21
Manage Council and community expectations and update project Preventative Mar-21

Advise Council, when required, about operational limits of the
Shire and when additional strategic initiatives could be pursued

Employment related Organisational Practices, Procedures and
Guidelines

Preventative

Preventative

Mar-21

Adequate

Industrial and legal advisors are engaged as required

Responsive

Aug-21

Required employee certifications are verified and monitored

Preventative

Aug-21

Training, including compliance and refresher training, is provided

Preventative

Prfessional development is provided and supported

Maximise available MAF grant applications to ensure that large
scale and ongoing treatments are maintenance and initial larger
scale works

Preventative

Preventative

Sep-21

Manager Planning &
Environment

Manager Planning &
Environment

Manager Planning &
Environment

Manager Planning &
Environment

Manager HR

Manager HR

Manager HR

Manager HR

Manager HR

Continuation of pre existing Mitigation program funded thrrough
municipal budget

hild Care Coordinators and senior Educators hold Nominated
Supervisor Certificates to provide oversight and advice in terms of
compliance with the Education and Care Services National Law
and Reaulations (WA) 2012

Preventative

Preventative

Sep-21

Sep-21

Adequate

Manager Community
Safety, Emergency
Services

Manager Community
Safety, Emergency
Services

Comprehensive Child Care specific policies and procedures reflect
the National Quality Standard (NQS) and are reviewed, update and
available to all Child Care staff and Family Day Care Educators.

Preventative

Manager Children
Services

Comprehensive Service Level Induction for all new Child Care staff
and Educators (casual and permanent and Family Day Care
Educators).

Preventative

Manager Children
Services

Utilisation of WA Education and Care Regulatory Unit (ECRU),
industry networks and legal services for compliance advice and
support.

Preventative

Manager Children
Services

Ongoing professional development for all Child Care Coordinators
and Educators to ensure currency of knowledge of the Education
and Care Services National Law and Regulations (WA) 2012,
includinag the reauirements of the NQS

Preventative

Manager Children
Services

Child Care procedures, training and drills in place to respond to
emergencies, including training in First Aid, Asthma, Anaphylaxis
and Child Protection.

Preventative

Manager Children
Services

Internal audits (formal and informal) and self-assessments against
NQS throuah Quality Improvement Plan (QIP).

Detective

Manager Children
Services

Formal External audits; Random ECRU Compliance Spot Checks,
ECRU Assessment and Rating process (every 3 years) and City of
Swan annual Food Audits.

Subscriptions to compliant Child Care Subsidy System (CCSS)
software packaaes: QIKKIDS and Harmonv.

Detective

Preventative

Manager Children
Services

Manager Children
Services

Ongoing professional development and software update training
for Child Care Finance staff.

Preventative

Manager Children
Services

Recruitment and retention of qualified and experienced Finance
staff

Preventative

Manager Children
Services

Formal external audits of CCSS compliance by Department of
Education, Skills and Employment (DESE)

Recruitment and retention of suitably qualified and experienced
Educators

Detective

Preventative

Manager Children
Services

Manager Children
Services

Traineeships for Certificate 3 Early Childhood Educators offered to
‘arow' own Educators

Responsive

Manager Children
Services

Manager Children
Services
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Stud_y_ support offered to current Educators to upgrade Responsive Sep-21 Effective Manager _Chlldren
qualifications. Services
Partnership with Educator Relief Agencies for Relief Educators Responsive Sep-21 Effective Manasgeern"li(‘:::;ldren
Loss of current Family Day Care and/or failure to recruit new Ed S
Dedl(_:ated Family Day Care_ (FDC) Recrunmen_t Officer drlvg§ Preventative Sep-21 Adequate Manager _Chlldren
recruitment of Educators usina a ranae of media and modalities. Services
FDC Coordination Umtlstaff provide comprehensive support to Responsive Sep-21 Adequate Manager _Chlldren
ensure Educator retention. Services
Ongoing professmn_al d_evelo_pment and home visits support Responsive Sep-21 Effective Manager _Chlldren
Educators be effective in their role. Services
Membelrshlp with FDC WA and FDC Australla ensures wider Responsive Sep-21 Effective Manager _Chlldren
marketing exposure to attract and retain Educators Services
Failure to meet qualitative and quantitative funding requirements
Dedicated service Coordinators provide oversight over all Manager Children
activities, gather required data and complete all reporting Preventative Sep-21 Effective g .
. - X . Services
requirements in line with funding schedules.
Service Manager and Finance Team Leader complete funding Manager Children
acquittals and all required financial reporting in line with funding Preventative Sep-21 Effective 9 .
Services
schedules.
I Overall Control Ratings: Effective
Current Actions Due Date Responsibilitv Status of Actions Comments
Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments
Reputation, Compliance, Financial, Property Consequence: Moderate Consequence: | Constant
Likelihood: Possible Likelihood: | Constant
Overall Risk Ratings: Moderate Risk rating trend since last review -
Better or worse Tl
Indicators Type Guidelines Result than Tolerance . Comments
last review?
Level?
Comments Comments
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Risk to be considered at a later stage, when State Government plans are more advanced:
Introduction of full private building certification. Meanwhile
Control should be: lobbying the Building Commission with our concerns: job losses, risk of corruption.

26.04.2022 AUDIT AND RISK COMMITTEE CONFIRMED MINUTES

89



Attachment 1 to Report 8.3

Document Management Processes

-Contact lists.

-Procedural documents, personnel files, complaints.
-Applications, proposals or documents.

-Contracts.

-Forms or requests.

Jun-21

Failure to adequately capture, store, archive, retrieve, provide or dispose of documentation. This includes:

Potential causes include;

Spreadsheet/database/document corruption or loss

Outdated record keeping practices

Inadequate access and / or security levels

Lack of system/application knowledge

Inadequate Storage facilities (including climate control)

High workloads and time pressures

High Staff turnover

Standard Operating Policies not followed

Incompatible systems

Incomplete Authorisation Trails

Lack of awareness of the State Records Act

Lack of awareness of use of network drives and folders

Historical legacies

Controls Assurance

Control data,
. Control is Control is Control is up Control is quality &
RevjEontols Type et zatingd ContoiLRESS documented? | understood? to date? relevant? integrity have Comments
been validated?
Failure to adequately capture, store, archive, retrieve, provide or dispose of records.
Ded|c_ated Informgtloq Management service to provide Preventative Mar-22 Effective Manager Finance &
oversiaht and advice in terms of records management. Governance
Compliant electronic records management system (Infohub) is Manager Finance &
in place and maintained to capture incoming and outgoing Preventative Mar-22 Effective 9
Governance
correspondence and repords. __ : _
Up to dgte record-keeplnlg plan which is reviewed at least every Preventative Mar-22 Effective Manager Finance &
5 vears in accordance with the State Records Act. Governance
Document security access (physical and electronic) in place. Preventative Mar-22 Effective LRGP (HITEED &
i — i i Governance
Ongoing awareness tralnlr?g and education provided to staff by Preventative Mar-22 Effective Manager Finance &
the Team Leaqer Information Ma.naqement. Governance
Docymented dlsposgl and retention schedule and processes Preventative Mar-22 Effective Manager Finance &
are in place for phvsical records. Governance
Records induction for all new councillors and employees who Preventative Mar-22 Effective Manager Finance &
use the records management svstem. Governance
Overall Control Ratings: Effective
Current Actions Due Date Responsibility Status of Issues / Actions / Treatment: Comments
Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments
Consequence: Insignificant Consequence: | Constant
Likelihood: Almost Certain Likelihood: I Constant
Compliance / Reputation
Overall Risk Ratings: Moderate Risk rating trend since last review -
Better or
Indicators Type Guidelines Result R HED | UhEE since Comments
Tolerance | lastreview?
Level?
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Comments

Comments
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Employment Practices

This includes:

-Not having appropriately qualified or experienced people in the right rol
-Insufficient staff numbers to achieve objectives.

-Breaching employee regulations.

-Discrimination, harassment & bullying in the workplace.

-Poor employee wellbeing (causing stress).

-Industrial action

es.

-Key person dependencies without effective succession planning in place.

Failure to effectively manage and lead human resources (full-time, part-time, casuals, temporary and volunteers).

Potential causes include

Leadership failures

Ineffective performance management programs or procedures

Key / single-person dependencies

Limited staff availability - labour market conditions

Poor internal communications / relationships

Inadequate induction practices

Ineffective Human Resources policies, procedures and practices Inconsistent application of policies Controls Assurance
Control data,
. Control is Control is Control is up to Control is quality & integrity
KeviContics Type peto pating ConteloNnSy documented? | understood? date? relevant? have been G
validated?
Failure to have appropriately qualified or experienced people in leadership roles to cover for leave and long term ab.
Provide ongoing training for staff Preventative Nov-20 Adequate Managseerraz:;auons
Succession planning Preventative Nov-20 LETEER Qperanons
Services
Staff rotation and multi-skilling Preventative Nov-20 Adequate Manager Qperatluns
Services
Recruitment practices Preventative Nov-20 Adequate Managse;ra;::;auons
Inability to attract and/or retain Environmental Health and Building staff.
Cadet‘ program mitigates this risk, being a pathway to qualification and Preventative Mar-21 Effective Manager Building and
retention Health
Professional development opportunities Preventative Mar-21 Effective ManagerHeB:lltI: ing and
Competitive employment conditions Preventative Mar-21 Effective ManagerHS:lltI:mg Snc
Lack of strategic alignment between business priorities, approved service levels and staffing allocation.
Key staff are actl\{ely engaged in annyal integrated planning Preventative Aug-21 Adequate Manager HR
processes, including workforce planning
St_rateglc serv!ce level reviews are undertaken biennially (major and Preventative Aug-21 Adequate Manager HR
minor IPR reviews)
Multlsklllmg/contmuouls learning facilitates temporary reallocation of Preventative Aug-21 Adequate Manager HR
resources to address increased demand
Individual performance planning and review undertaken twice a year Preventative Aug-21 Ad Manager HR
Program 9f business process improvement through review teams eg Responsive Aug-21 Adequate Manager HR
Keep It Simple
Ser_wce level reviews undertaken in line with Strategic Community Plan Preventative Aug-21 _ Manager HR
reviews
Overall Control Ratings: | Adequate I
Current Actions Due Date Responsibility Status of Actions C
Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments
Consequence: Moderate Consequence: | Constant
Likelihood: Possible Likelihood: | Constant
Overall Risk Ratings: Moderate Risk rating trend since last review o
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Indicators

Type Guidelines Result

Better or worse
than Tolerance
Level?

Trend since last
review?

Comments
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Comments

Comments
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Engagement Practices Jun-21

Failure to maintain effective working relationships with the Community (including local Media), Stakeholders, Key Private Sector
Companies, Government Agencies and / or Elected Members. This includes activities where communication, feedback or
consultation is required and where it is in the best interests to do so. For example;

-Following up on any access & inclusion issues

-Infrastructure Projects

-Local planning initiatives

-Strategic planning initiatives

This does not include instances whereby Community expectations have not been met for standard service provisions such as
Community Events, Library Services and / or Bus/Transport services.

Potential causes include;

Relationship breakdowns with community groups Short lead times

Leadership inattention to current issues Miscommunication / poor communication

Inadequate documentation or procedures Inadequate Regional or District Committee attendance.

Budget / funding issues Inadequate involvement with, or support of community groups

at front counter and libraries.

=
Er it

Geographic distance Media attention
Controls Assurance
Control data,
" Control is Control is Control is up Control is quality &
ReviCanlcls Type 2t aatnd Contolownsy d ited? | und d? to date? relevant? integrity have Commonts
been validated?
Reduced trust in the Shire and its operations due to a lack of information provided to the ity.
Access to up to date Council decisions provided via meeting Manager Libraries
minutes. These are published online with hard copies available Responsive Jun-21 Adequate and Community

Communications team work with relevant service areas to

Manager Libraries

regular basis.

Engagement

devel tori d media rel Preventative Jun-21 Effective and Community
levelop news stories and media releases. Engagement
. . . Manager Libraries
Monthly community update page published in the local Preventative Jun-21 Effective and Community
newspaper. Engagement
Manager Libraries
Employment of qualified communications staff. Preventative Jun-21 Effective and Community
Engagement Adopted C11.12.18)
. . Manager Libraries
Shire supported Residents and Ratepayers forums held on a Preventative Jun-21 Effective and Community

Community Engagement team have established working
relationships across the Shire and work to build new Preventative Jun-21 Effective
connections.

Manager Libraries
and Community

=
Er it

Process in place to ensure Shire website is kept up to date with

Manager Libraries

accounts where possible.

| inf . Preventative Jun-21 Adequate and Community
atest information. Engagement
Shire is active in sharing information on its various social media . N LT UIEES
Preventative Jun-21 Effective and Community
accounts. Engagement
Manager Libraries
Timely response to media enquiries. Responsive Jun-21 Effective and Community
Engagement
Responding to misinformation on social media.
Manager Libraries
Misinformation on social media is corrected where relevant. Responsive Jun-21 Adequate and Community
Engagement
Shire is active in sharing information on its various social media . n LEMEREP UGS
Preventative Jun-21 Effective and Community
accounts. Engagement
Communications team monitor community based social media . LEEETLINEED
Responsive Jun-21 Adequate and Community

Engagement

Reduced community resilience and connection leading to an inability to self-determine and an over-reliance on the Shire and
its services.
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. . S . . Manager Libraries
De(ljlvebr%/_‘qf capacity building workshops in order to develop skills Preventative Jun-21 and Community
and abilities. EFEEE
Manager Libraries
Establishment and support of various advisory groups. Preventative Jun-21 Adequate and Community
Engagement
Manager Libraries
Facilitation of a community grants program. Preventative Jun-21 Adequate and Community
Engagement
Manager Libraries
Community Engagement team presence across the Shire. Preventative Jun-21 and Community
Engagement
Manager Libraries
Shire staff to seek funding to support delivery of initiatives. Responsive Jun-21 and Community
Engagement
. . . Manager Libraries
leéary c?utreach lprograms provided (eg to Wooroloo community Preventative Jun-21 and Community
and seniors services). o
. . . . . . . Manager Libraries
Vanet?lt otf informing strategies developed with active community Responsive Jun-21 Adequate and Community
consultation. I ——
Shire activates its Local Emergency Management Arrangements
and convenes the Local Relief and Recovery Committee, as well Manager Libraries
as relevant community, environment, finance and infrastructure Responsive Jun-21 and Community
subcommittees in order to determine a localised and community Engagement
driven response.
Overall Control Ratings: Not Rated
Current Actions Due Date Responsibility Status of Actions Comments
Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments
Reputation Consequence: Not Material Consequence: | Constant
Likelihood: Not Material Likelihood: | Constant
Overall Risk Ratings: Not Material Risk rating trend since last review o
Better or
Indicators Type Guidelines Result D UET [liend since Comments
Tolerance last review?
Level?
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Comments

Comments
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Environment Management

The scope includes;

-Waste facilities (landfill / transfer stations).

-Weed & mosquito / Vector control.

-Ineffective management of water sources (reclaimed, potable)
-lllegal dumping.

-lllegal clearing / land use.

Inadequate prevention, identification, enforcement and management of environmental issues.

-Lack of adequate planning and management of coastal erosion issues.
-Failure to identify and effectively manage contaminated sites (including groundwater usage).

Potential causes include;

Inadequate management of landfill sites

Inadequate reporting / oversight frameworks

Lack of understanding / knowledge

Community apathy

Inadequate local laws / planning schemes

Differing land tenure (land occupancy or ownership conditions)

Prolific extractive industry (sand, limestone, etc)

Competing land use (growing population vs conservation)

Poor management of contaminated sites

Weed and pest management difficulties

Clandestine drug labs disposing of chemicals illegally

Bio-diversity hotspots

Weather events / natural disasters

Fuel or chemical spills

Climate change

lllegal firewood collection / burning / hunting

Complex legislation

Controls Assurance

Control data,
. Control is Control is Control is up to Control is quality &
Key Controls Type Date Rating Control Owner documented? | understood? date? relevant? (e e Comments
been validated?
Public per around ch | weed spraying hod:
Provide appropriate signage. Preventative Nov-20 Adequate Manager Operations Services
Wear appropriate PPE. Preventative Nov-20 Adequate Manager Operations Services
.Use chgmlcals to manufacturer's specification and MSDS Preventative Nov-20 Adequate Manager Operations Services
instructions.
Overall Control Ratings: Adequate
Current Actions Due Date Responsibility Status of Actions Comments
Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments
Consequence: Moderate Consequence: I Constant
Likelihood: Possible Likelihood: l Constant
Environment, Reputation, Financial
Overall Risk Ratings: Moderate Risk rating trend since last review o
Better or worse T
Indicators Type Guidelines Result than Tolerance q Comments
Level? last review?
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Comments

Comments
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Errors, Omissions and Delays Jun-21

Errors, omissions or delays in operational activities as a result of unintentional errors or failure to follow due process including
incomplete, inadequate or inaccuracies in advisory activities to customers or internal staff. Examples include;

-Incorrect planning, development, building, community safety and Emergency Management advice

-Incorrect health or environmental advice

-Inconsistent messages or responses from Customer Service Staff

-Any advice that is not consistent with legislative requirements or local laws.

-Human error

-Inaccurate recording, maintenance, testing or reconciliation of data.

-Inaccurate data being used for management decision-making and reporting.

-Delays in service to customers

This excludes process failures caused by inadequate / incomplete procedural documentation - refer “Inadequate Document
Management Processes”.

Potential causes include;

Human error Incorrect information
Inadequate formal procedures or training Miscommunication
Lack of trained staff Work pressure / stress
Poor use of check sheets / FAQ's Lack of understanding
Unrealistic expectations from community, council or Health issues
manaaement
Poor internal communication between teams Historical decisions / advice
Disconnect between financial receipting and systems Complex legislation
Changes to legislation Controls Assurance
Control data,
. Control is Control is Control is up Control is quality &
Key Controls Type Date Rating Control Owner g \ted? 5 d? to date? relevant? g i Comments
been validated?
Overall Control Ratings: Not Rated
Current Actions Due Date Responsibility Status of Actions Comments
Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments
Consequence: Not Material Consequence: ] Constant
Likelihood: Not Material Likelihood: | Constant
Reputation / Compliance
Overall Risk Ratings: Not Material Risk rating trend since last review -
Better or
Indicators Type Guidelines Result TR (L || UGS s.mce Comments
Tolerance | last review?
Level?
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Comments Comments
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External Theft and Fraud (inc. Cyber Crime)

(including electronic), for the purposes of;
-Fraud: benefit or gain by deceit

-Theft: stealing of data, assets or information

-Malicious Damage: hacking, deleting, breaking or reducing the integrity or performance of systems

Loss of funds, assets, data or unauthorised access, (whether attempted or successful) by external parties, through any means

Potential causes include;

Inadequate security of equipment / supplies / cash

Inadequate provision for patrons belongings

Robbery Lack of Supervision
Scam Invoices Collusion with internal staff
Cyber crime

Controls Assurance

Control data,

- Control is Controlis |Control is up to| Control is quality &
Key Controls Type pate xathg Contolodney documented? | understood? date? relevant? integrity have Comments
been validated?
Falling victim to external fraud (e.g. phishing scam)
Written requests to change bank account details for suppliers
and employees are Canlrmed via a telephone cal! to the supplier Preventative Mar-22 Effective Manager Finance and
or employee to an existing phone number according to the Governance
Shire's records. _ _ _
On-!lne tralr?lng cyber security training and Preventative Apr-22 Effective Manager Finance and
testina provided to all staff. Governance
Audit Trail of all changes to Employee records is . Manager Finance and
independentlv checked on a fortnightlv basis. Preventative May-22 aacduEte Governance
Falling victim to internal fraud
Segregation of purchasing requisitions and approval process. Preventative Mar-22 Effective Manso e nanceland
Governance
New supplier details verification process. Preventative Mar-22 Adequate LETELTE IETED ERE
Governance
Segregation of payment approval process. Preventative Mar-22 Effective Managerinancslend
Governance
All invoices for payment are reviewed by Finance Manager and Preventative Mar-22 Effective Manager Finance and
Accountant before pavment. Governance
Audlt Trail of all changes to supplier recgrds is Detective Mar-22 Adequate Manager Finance and
independentlv checked on a weekly basis. Governance
Police clearangel required from all new staff appointed Preventative Mar-22 Adequate Manager Finance and
to relevant positions. Governance
Theft or d ge to equiy or buildings within the Operations Centre
Valuable equipment locked away. Preventative Nov-20 Adequate Manag;rn(l)is:;atlons
Vehicles and buildings locked. Preventative Nov-20 Adequate CEnEgD Qperatlons
services
Security system upgrade. Preventative Nov-20 Managey 9peratlons
services
Janitor to ensure Iall buildings, sheds and gates are locked at the Preventative Nov-20 Adequate Manager Qperatlons
end of each working day. services

Groups in receipt of Shire funding do not manage this funding in line with community funding policy, guidelines and

agr

Manager Libraries and
Grant recipients required to provide detailed acquittal reports. Preventative Jun-21 Effective Community
Engagement

Dedicated Shire opfficer to manage grant programs. Preventative Jun-21 Effective Manager Libraries and

Groups in receipt of recurrent funding (via deed of agreement) Manager Libraries and
required to provide KPI and financial reports at six-monthly Preventative Jun-21 Effective Community
intervals. Engagement

Manager Libraries and Community Engagement in regular Manager Libraries and
contact with groups receiving recurrent funding. Dedicated Preventative Jun-21 Effective Community
review meeting also held. Engagement
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External Theft and Fraud (inc. Cyber Crime)

Clear guidelines provided to groups related to grant Manager Libraries and

accountability and the process related to acquittal. Preventative Jun-21 Effective I;::gn;:el:-:::t
N . . . . . M Li i

Timelines for acquittal provided with Shire staff following up Responsive Jun21 Efrective anagirm::l::zs and

groups who do not meet this requirement. P St

Manager Libraries and
Detective Jun-21 Effective Community
Engagement

Review of acquittals by competent staff to ensure originally
intended outcomes are achieved.

Manager Libraries and
Preventative Jun-21 Effective Community
Engagement

Failure to adequately acquit meens groups are not able to apply
to future grant rounds.

Malicious acts against Shire IT network and systems; cyber theft, data breaches, hacking, ransomware/crypto-attacks,
network vulnerability, mailicious access or distribution of digital information, denial of service attacks, information
manipulation, social engineering.

Perimeter protection — firewalls; intrusion prevention; web

browsing protection; sandboxing — to cleanse data before Preventative Jul-21 Effective Manager IT
entering SOM network; GEO-blocking, web server protection

Email filtering, spam protection, virus scanning Detective Jul-21 Effective Manager IT
Internal security — network segmentation; network demarcation,

mobile device management; end point protection, real time Preventative Jul-21 Effective Manager IT

scanning, tamper protection
Patch management — regular manual and automatic updates to

firewalls, switches, servers and software; conduct penetration Preventative Jul-21 Effective Manager IT
testing

Multi-factor authentication; single sign on; complex password

policy; authorisation and authentication controls for access Preventative Jul-21 Adequate Manager IT

(virtual and physical)
Cyber training as part of induction; running phishing threats,

follow up training; online cyber training (being developed) Detective Jul-21 FRIEEDD LEREeer I
Additional vulne(abll|ty software and services to detect Detective Jul-21 Adequate Manager IT
weaknesses (being developed)
| Overall Control Rating | Adequat
[Current Actions [Due Date [Responsibility Status of Actions [ Comments
Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments
Consequence: Moderate Consequence: | Constant
Likelihood: Possible Likelihood: | Constant
Financial / Reputation
Overall Risk Ratings: Moderate Risk rating trend since last review o
Better or
Indicators Type Guidelines Result UTTEOUED || UK since Comments
Tolerance | last review?
Level?
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External Theft and Fraud (inc. Cyber Crime)

Comments
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Management of Facilities, Venues and Events

-Poor crowd control
-Ineffective signage
-Booking issues

Failure to effectively manage the day to day operations of facilities, venues and / or events. This includes;
-Inadequate procedures in place to manage quality or availability.

-Stressful interactions with hirers / users (financial issues or not adhering to rules of use of facility)
-Inadequate oversight or provision of peripheral services (e.g.. cleaning / maintenance)

Potential causes include;

Double bookings

Traffic congestion or vehicles blocking entry or exit

llegal / excessive alcohol consumption

Insufficient time between bookings for cleaning or maintenance

Bond payments poorly managed

Difficulty accessing facilities / venues.

Inadequate oversight or provision of peripheral services (e.g..
cleaning / maintenance)

Poor service from contractors (such as catering or cleaning)

Falsifying hiring agreements (alcohol on site / lower deposit)

Renovations

Unaccompanied minors/children

Animal Contamination

Failed chemical / health requirements

Controls Assurance

Control data,
. Control is Control is Control is up to Control is quality & integrity|
Key Controls Type Date Rating Contielowney documented? | understood? date? relevant? have been ESliments
validated?

Drowning / Per Injury at Lake Leschenaultia
Signage around the main beach areas warning of aquatic based o ———
dangers using both text and infographics to cater for visitors that Preventative Apr-21 Effective 9 q

. Leisure
do not read English.
Staff procledlures, training and drills in place to respond to Responsive Apr-21 Effective Manager szcreatlon and
aquatice incidents. Leisure
Park staff have first aid and advanced resuscitation training Responsive Apr-21 Effective ManagerLI:?sc:::tlon and
Rescue tubgs Iocate‘d a.t swimming beaches and on dam wall for Responsive Apr-21 Effective Manager R(.ecreatlon and
use by public to assist in rescues. Leisure
Addl}lonal staff member employed on dalysl Of.hlgh attendance to Preventative Apr-21 Effective Manager Rf;creatlon and
monitor, supervise and respond to aquatic incidents. Leisure
Canoe/stand up paddlg board (SUP) hire requires wearing of Preventative Apr-21 Effective Manager R?creatlon and
personal floatation devices. Leisure
All canoe/SUP hirers receive safety briefing Preventative Apr-21 Effective Manager Recreation and
Underage canoe hlrer_s have to have at I_east one responsible Preventative Apr-21 Effective Manager Rt.-)creatlon and
person 16yo or older in the canoe at all times. Leisure
All canoe hire staff have first aid and advanced resiscitation . q Manager Recreation and

L Responsive Apr-21 Effective .

(ra!nlnq. : _ : _ Leisure
Shire motorised rescue boat available at all times canoe hire is Responsive Apr-21 Effective Manager R(_-)creatlon and
open to respond to incidents. Leisure
Death / Permanent injury from bushfire at Lake Leschenaultia
Public access to Lake Leschenaultia closed on d_ays with Fire Preventative Apr-21 Effective Manager R(_ecreatlon and
Danger Rating of Severe, Extreme or Catastrophic. Leisure
Public access to Lake Leschenaultia campground closed on . A Manager Recreation and
days with Fire Danger Rating of Extreme or Catastrophic. Preventative Apr-21 iz Leisure
Communication process in place to ?dV|se potential visitors of Preventative Apr-21 Effective Manager R?creatlon and
lake closure due to Fire Danger Ratinas of Severe or above. Leisure
Communication process in place to advise campers of lake o Sp—
campground closure due to Fire Danger Ratings of Extreme or Preventative Apr-21 Effective 9 Leisure
above.
Restrictions for camp fires follow DFES fire ratings and advice Preventative Apr-21 Effective Manager R(.ecreatlon and
from SoM Community Safety staff. Leisure
All culverts around the lake support all firefighting appliances Preventative Apr-21 Effective Manager Rt.acreatlon and
and enable full access around the park. Leisure
Staff procedures, tralnllng and drills in place for emergency Responsive Apr-21 Effective Manager Re.;creatlon and
response and evacuation of park. Leisure
Maintained range of emeregency exit tracks and gates around o ———
the park can be used by staff or campers to allow alternative Responsive Apr-21 Effective g Leisure
egress in an emergency.
All campers have their owr_\ front gate key and emergency exit Responsive Apr-21 Effective Manager R?creatlon and
gate key to enable egress in an emergency. Leisure
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Volunteer camp ground caretakers trained to assist with

Manager Recreation and

afterhours campground evacuation. Responsive Apr-21 Leisure
D ing / Per t injury at Aquatic Centres
Staffing levels meet the Code of Practice for the Design, e ———
Construction, Operation, Management and Maintenance of Preventative Apr-21 9 N
X s Leisure
Aaquatic Facilities.
All r?\c_quatlc staff have current qualifications required for their Preventative Apr-21 Manager Re_acreatlon and
position. Leisure
Effective procedures and regular training provided for staff. Preventative Apr-21 ManagerLI:?:l:t::tlon and
Competent, effective supervision and emergency response by Responsive Apr-21 Manager R?creatlon and
staff. Leisure
Pool water is maintained to the required health regulation . Manager Recreation and
Preventative Apr-21 N
standards. Leisure
Faculuty lighting meets the required lighting standards for low Preventative Apr-21 Manager R(_ecreatlon and
light use. Leisure
Pool surrounds maintained to minimise aquatic incidents (slips, . Manager Recreation and
: . Preventative Apr-21 N
trips, falls into water). Leisure
Pool Rules in place and policed (eg children under 5yo need a n
o . . . . Manager Recreation and
parent/guardian in the water with them; no dnagerous behaviour Preventative Apr-21 N
Leisure
on pool deck etc.).
Comprehensive Aquatic Facility Operation Manual maintained Preventative Apr-21 Manager Rt_ecreatlon and
and updated annually. Leisure
Annual operational safety revngw by Royal Lifesaving Society Preventative Apr-21 Manager Rt_ecreatlon and
WA Branch and recommendations followed. Leisure
Aquatic staff undertake emergency drills throughout the season. Preventative Apr-21 ManagerLI:?::::tlon and
In-term and VacSwim emergency drills at the start of each . Manager Recreation and
Preventative Apr-21 .
program. Leisure
Signed agreement with Dept of Education mandates supervision . Manager Recreation and
N Preventative Apr-21 A
levels and processes for In-term and VacSwim programs. Leisure
Shire ensures schools attending the centre have the required . Manager Recreation and
L K Preventative Apr-21 .
supervision levels and processes in place. Leisure
All emergency response equipment serviced and maintained as . Manager Recreation and
. ! Preventative Apr-21 .
required by Code of Practice. Leisure
Death / Per t injury from chemical exp at Aquatic Centres
All aquatic staff have current qualifications for the handling and . Manager Recreation and
. N Preventative Apr-21 N
use of chemicals at aquatic centres. Leisure
Regular staff training and drills in place for competent, effective . Manager Recreation and
" ) Preventative Apr-21 .
handling and use of chemicals. Leisure
ReqU[red staffing levels in place when handling selected Preventative Apr-21 Manager Rgcreatlon and
chemicals. Leisure
Protective equipment serviced regularly and in good working Preventative Apr-21 Manager R?creatlon and
order. Leisure
Automated chemical dosing systems used and serviced . Manager Recreation and
Preventative Apr-21 N
reqularly. Leisure
Automated chemical shutdown systems and alarms in place, . Manager Recreation and
L X Preventative Apr-21 .
maintained and serviced regularly. Leisure
Storage regulations and practices in place and strictly adhered Preventative Apr-21 Manager R?creatlon and
to. Leisure
Suppliers certified to supply and handle chemicals. Preventative Apr-21 ManagerLl:?:l:::tlon and
Chemlgal storage and _use audited by‘ Dept of Mines, Industry Detective Apr-21 Manager R?creatlon and
Regulation and Safety: recommendations followed. Leisure
Chemical handling and storage forms part of the annual Royal e ——
Life Saving Society WA Branch review; recommendations Detective Apr-21 9 g
Leisure
followed.
Appropriate choice of sanitation chemical system used at . Manager Recreation and
Bilgoman (chlorine gas) and Mt Helena (sodium hypochlorite). Preventative Apr-21 Leisure
Appropriate storage location of chemicals at Bilgoman (next to . Manager Recreation and
vacant land) and Mt Helena (furthest point from school grounds). Preventative Apr-21 Leisure
Death / Per injury at Hud Reserve Quarry
Access roads locked with Shire padlocks. Preventative Apr-21 Adequate ManagerLI:?:l:::tlon and
Warning signs for predestrians located in quarry area. Preventative Apr-21 ManagerLI:?::::tlon and
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Manager Recreation and

Appropriate number and location of warning signs. Preventative Apr-21 (P—
Fencing along to of quarry faces to protect from falls. Preventative Apr-21 ManagerLI:?:l:::tmn and
Fancing at base of quarry faces to create safety zone. Preventative Apr-21 ManagerLI:?sc:::tlon and
Undertake engineering works to make faces of quarries safe for Preventative Apr-21 Manager R?creatlon and
use. Leisure
Rescond manageent order and return quarry to State Preventative Apr-21 Manager Rc.ecreatlon and
Government. Leisure
Overall Control Ratings: Effective
Current Actions Due Date Responsibility Status of Actions Comments
Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments
Consequence: Extreme Consequence: | Constant
Likelihood: Possible Likelihood: | Constant
Reputation
Overall Risk Ratings: High Risk rating trend since last review -
Better or
" A worse than Trend since
Indicators Type Guidelines Result ) Comments
Tolerance last review?
Level?
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Comments Comments
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IT, Communication Systems and Infrastructure

Instability, degradation of performance, or other failure of IT or communication system or infrastructure causing the inability to continue
business activities and provide services to the community. This may or may not result in IT Disaster Recovery Plans being invoked.
Examples include failures or disruptions caused by:

-Hardware or software

-Networks

-Failures of IT Vendors

This also includes where poor governance results in the breakdown of IT maintenance such as;

-Configuration management

-Performance monitoring

This does not include new system implementations - refer "Inadequate Project / Change Management".

Potential causes include;

Weather impacts Non-renewal of licences

Power outage on site or at service provider Inadequate IT incident, problem management & Disaster Recovery
Out-dated, inefficient or unsupported hardware or software Lack of process and training

Incompatibility between operating systems Vulnerability to user error

Cyber crime and viruses Failure of vendor

Turnover of system administration support Equipment purchases without input from IT department

Software vulnerability

Controls Assurance

Control data,

severance of Shire owned fibre optics infrastructure.

. Control is Control is Control is up to Control is quality & integrity
KeviContes Type Date Raiing ConteloRney documented? | understood? date? relevant? have been CEITETS
validated?
Loss of internet loss of cor ivity to | i on the network and between internal network devices due to damage or

Redundant “meshed” network — SD-WAN (software defined wide

Community Plan

" " Preventative Jul-21 Effective Manager IT
area network) enabling rerouting
Redu_ndant backbone from prowde_r — using NBN across all Preventative Jul-21 Effective Manager IT
locations except Lake Leschenaultia
Failover (back up or plan B) to NBN — WAN connections can be . 3
used for connectivity in the instance Shire-owned fibre optics fails Responsive Jul-21 Eflectig Banag syl
:rC;letI:kup on standby for WAN sites to internet; Spare WAN site Responsive Jul-21 Effective Manager IT
Redundant firewalls in High Availability mode Preventative Jul-21 Effective Manager IT
i:i:ij:dant phone system servers (Call Managers) at Depot and Preventative Jul-21 Effective Manager IT
Failover to after-_hour call facilities (Insight) from the exchange if Responsive Jul-21 Effective Manager IT
phone system fails
Server rooms at Depot, Admin and other sites under threat of physical damage, loss of power and hardware failures (UPSs,
switches, chassis, servers, air conditioning, work i printers, ph projectors, CCTVs etc.)
Redundant server rooms at Depot and Admin - virtualised Preventative Jul-21 Effective Manager IT
Slzzzrators and extended batteries for UPSs. Airconditioner Preventative Jul-21 Effective Manager IT
Fgrmal IT |nfrastructur‘e replacem‘ent program — all hardware are Preventative Jul-21 Effective Manager IT
within support and maintenance, licensed and current
Disaster Recovery Plan current, tested and updated Preventative Jul-21 Effective Manager IT
Entire network has 24/7 automated monitoring Preventative Jul-21 Effective Manager IT
ngorous backup program — 4 hourly snapshots, nlghtly to disk, Preventative Jul-21 Effective Manager IT
twice weekly to tape and monthly tapes stored offsite for 3 years
Physical access controlled via Proxicard Preventative Jul-21 Adequate Manager IT
Lack of planning, IT governance and alignment to the business creates disparity between IT and the busi loss of fid
and loss of ability to support the b
Pevelop and maintain pO|ICI?S, procedures and practices — Preventative Jul-21 Adequate Manager IT
internal to IT and for the business.
Five yearly update ICT strategy in keeping with Strategic Preventative Jul-21 Effective Manager IT
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IT, Communication Systems and Infrastructure

Annual _upd_ate énd modify IT roadmap to meet business changes Responsive Jul-21 Adequate Manager IT
and maintain alignment
Keep currgnt throu_gh training and R&D for changes to Preventative Jul-21 Adequate Manager IT
technologies, services and standards.
Poor quality software and business system products do not meet business needs. Old technologies pose cyber vulnerabilities and
lack of modern methods reduces productivity and requires more support. Poor support and services from vendors. Software as a
service hard to ensure good governance or IT prracti Risk of unli d or obsolet €. This includes operating sy
(Microsoft Windows, Office Suite); off the shelf ' and li ; internally developed (bespoke) sy and software
as a service applications
Maintain prodl_Jct _replacement cycles — upgrading operating Preventative Jul-21 Effective Manager IT
systems, applications and packages
Review packages and systems to ensure service efficiency and Preventative Jul-21 Adequate Manager IT
relevance
SAAS — ensure contracts and established IT controls are met and
demonstrated — e.g. DR exercises, security and patch .
management in place and current. Examples: LITMOS, POS, Preventative Jul-21 geanageri
Website, Qikkids, Spydus etc.
Restrict end user ability to install software Preventative Jul-21 Effective Manager IT
Ensure all products are within support and licenced Preventative Jul-21 | Effective Manager IT
Use of external IT providers
Reduce increased dependency of support through increased
internal IT capability. Improve internal capabilities so less Preventative Jul-21 Effective Manager IT
reliance on external vendors
Redundancy, regular back up, patch management Preventative Jul-21 Effective Manager IT
Licensing, support and maintenance renewals Preventative Jul-21 Effective Manager IT
Systems current and within support — no legacy systems Preventative Jul-21 Ade Manager IT
Con_tracts in place — to include e_xnt clauses, potential liability, Preventative Jul-21 Adequate Manager IT
advice when change of ownership
Test market at end of contract (except sole suppliers) Responsive Jul-21 Ad Manager IT
Overall Control Rating Adeq

Current Actions Due Date Responsibility Status of Actions Comments
Implement automatic shutdown of all network machines at 1am or 3 am to ensure all updates Aug-21 M T
and patches are regularly installed. U9 anager
Limit unsupervised access to server room to IT staff only. Aug-21 Manager IT
Use Compliance Criteria in RFQs and RFTs to specify that suppliers agree with our IT
security requirements. Aug-21 Manager IT

Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments

Consequence: Moderate Consequence: [ Constant
Likelihood: Possible Likelihood: | Constant
Service disruption; Property
Overall Risk Ratings: Moderate Risk rating trend since last review -
Better or worse ..,
Indicators Type Guidelines Result than Tolerance . Comments
Level? last review?
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IT, Communication Systems and Infrastructure Jul-21

Comments Comments
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Misconduct

Intentional activities in excess of authority granted to an employee, which circumvent endorsed policies, procedures or delegated
authority. This would include instances of:

-Relevant authorisations not obtained.

-Distributing confidential information.

-Accessing systems and / or applications without correct authority to do so.

-Misrepresenting data in reports.

-Theft by an employee

-Inappropriate use of plant, equipment or machinery

-Inappropriate use of social media.

-Inappropriate behaviour at work.

-Purposeful sabotage

This does not include instances where it was not an intentional breach - refer Errors, Omissions or Delays, or Inaccurate Advice /
Information.

Potential causes include;

Inadequate training of code of conduct \ induction Greed, gambling or sense of entitlement

Changing of job roles and functions/authorities Collusion between internal & external parties

Delegated authority process inadequately implemented Password sharing
Disgruntled employees Sharing of confidential information
Lack of internal checks Low level of Supervisor or Management oversight

Covering up poor work performance Believe they'll get away with it

Poor enforcement of policies and procedures Undue influence from Manager / Councillor

Information leaked to Tenderers during the Tender process Poor work culture
Insubordination By-passing established administrative procedures
Controls Assurance
Control data,
. Control is Controlis |Control is up to| Control is quality &
Key Controls Type Date Rating Control Owner documented? | understood? date? e Ty e Comments
been validated?
Groups in receipt of Shire funding do not manage this funding in line with community funding policy, guidelines and
agreements.
SOCT;?]iI:scrunment, Selection and Appointment - pre-employment Preventative Aug-21 Effective Manager HR
OP-03 Induction and Onboarding Preventative Aug-21 Effective Manager HR
HR-16 Guidelines - Employee Engagement Preventative Aug-21 Effective Manager HR
OP—1A3 Performance Managerlnenlt Framework and supporting Preventative Aug-21 Effective Manager HR
practices. procedures and quidelines
Policies OR-12 Code of Conduct and HR-01 EEO and Anti-Bullying Preventative Aug-21 Effective Manager HR
Employees, supervisors and managers receive regular training Preventative Aug-21 Effective Manager HR
and awareness raising
Internal auditing of key processes Responsive Aug-21 Effective Manager HR
Independent investigators appointed when required Detective Aug-21 Effective Manager HR
Recruitment processes include police clearnace etc. Preventative Aug-21 Effective Manager HR
Overall Control Ratings: Effective
Current Actions Due Date Responsibility Status of Actions Comments
Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments
Consequence: Not Material Consequence: | Constant
. ) Likelihood: Not Material Likelihood: | Constant
Reputation / Finance
Overall Risk Ratings: Not Material Risk rating trend since last review o
EREreD Trend since
Indicators Type Guidelines Result worse than . Comments
last review?
Tolerance
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Comments
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Project / Change Management

Inadequate analysis, design, delivery and / or status reporting of change initiatives, resulting in additional expenses, time delays or
scope changes. This includes:

-Inadequate change management framework to manage and monitor change activities.

-Inadequate understanding of the impact of project change on the business.

-Failures in the transition of projects into standard operations.

-Failure to implement new systems

-Inadequate handover process

This does not include new plant & equipment purchases. Refer "Inadequate Asset Sustainability Practices"

Potential causes include;

Lack of communication and consultation Excessive number of projects
Lack of investment Inadequate monitoring and review
Ineffective management of expectations (scope creep) Project risks not managed effectively
nadequate project planning (resources/budget) Lack of project methodology knowledge and reporting requirements
| Failures of project Vendors/Contractors Geographic or transport difficulties sourcing equipment / materials
|External consultants underquoting on costs
Controls Assurance
Control data,
q Control is Control is Control is up to Control is quality & integrity
RevjEonhcls Type Eals Ratng Contielowney documented? | understood? date? relevant? have been Colnents
validated?
Lack of appropriate forward ing and/or i quat ing for new and renewal capital works resulting in
inappropriate get allocati or pected additional work requirements.
Maintain annual supplier contracts for specialist services (civil .
. . N . N N . Manager Design
design, engineering surveys, pavement testing, pipe video Preventative Nov-20 q
S . Services
surveys. utility investigation).
Annlual review and update of project scope and cost in the future Preventative Nov-20 Effective Manager. Design
capital works program. Services
Stakeholder meetings and consultation on facility requirements. Preventative Nov-20 Adequate Man;z::i(?eesmgn
Project status reporting to ELT and Council Preventative Nov-20 Effective Manager Design
" . - . . . Manager Design
Recruitment and ongoing training of experienced technical staff. Preventative Nov-20 Adequate Services
Review of LTFP, CBP and 10yr capital works program as part of Preventative Nov-20 Effective Manager_ Design
the annual budget process. Services
Overall Control Ratii Adequat
Current Actions Due Date Responsibility Status of Actions Comments
Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments
Consequence: Moderate Cc q C
Likelihood: Possible Likelihood: | Constant
Financial / Reputational / Health
Overall Risk Ratings: Moderate Risk rating trend since last review -
Better or worse -,
Indicators Type Guidelines Result than Tolerance o Comments
Level? last review?
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Comments Comments
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Safety and Security Practices

negligence or carelessness.

Non-compliance with the Occupation Safety & Health Act, associated regulations and standards.
It is also the inability to ensure the physical security requirements of staff, contractors and visitors. Other considerations are

Potential causes include;

Lack of appropriate PPE / equipment

Inadequate signage, barriers or other exclusion techniques

Inadequate first aid supplies or trained first aiders

Poor storage and use of dangerous goods

Inadequate security protection measures in place for buildings,
depots and other places of work

Ineffective / inadequate testing, sampling or other health-related
requirements

Inadequate or unsafe modifications to plant & equipment

Lack of mandate and commitment from senior management

Inadequate policy, frameworks, systems and structure to prevent
the injury of visitors, staff, contractors and/or tenants.

Inadequate organisational Emergency Management requirements
(evacuation diagrams, drills, wardens etc).

Inadequate supervision, training or mentoring of staff

Slow or inadequate response to notifications from public

Controls Assurance

Control data,
. Control is Control is Control is up to Control is quality & integrity
KevjEenton Type Rate Rating ContolChncy documented? | understood? date? relevant? have been Eciients
It ?
[1] horised i q or unsafe modificati by to leased Shire buildi
Asbestos register and procedures. Preventative Nov-20 Adequate Managzrsztt:ldmg
Current and up to date lease agreements. Preventative Nov-20 Effective Manai:;eBtzlldlng
Annual inspections of leased premises. Preventative Nov-20 Effective Manaiesrsztt:ldmg
Regular contact with lessees by Property Management Officer. Preventative Nov-20 Effective Manaz:;eBtlélldlng
Manual handling injuries
Regular manual handling training for staff. Preventative Nov-20 Adequate Managsz'r?if::;atlons
Regular toolbox meetings. Preventative Nov-20 Adequate Manager O.peratlons
Services
Tools are fit for purpose. Preventative Nov-20 Adequate Managel quratlons
Services
Written procedures. Preventative Nov-20 Adequate L ENEEED Qperatlons
Services
Reporting mechanisms to improve practices. Preventative Nov-20 Adequate Managseerr?iz:;atlons
Workers (employees, contractors and teers) working in isolation may be at risk of harm.
OP-19 Recruitment, Selectlonl and Appomtmeﬂ - prospective Preventative Aug-21 Effective Manager HR
emplovees must meet essential position requirements
OP-03 Induction and Onboarding Preventative Aug-21 Effective Manager HR
?SSH Procedures (OSH-04; OSH-14; OSH-26; OSH-35) and OP- Preventative Aug-21 Effective Manager HR
Contractor management practices including contract
specification, induction, supervision, incident reporting and Preventative Aug-21 Adequate Manager HR
investiaation
Volunteer management framework (induction, training) Preventative Aug-21 Ade Manager HR
Incident reporting through OSH Committee Detective Aug-21 Effective Manager HR
Risk of fatality of per disability to VBFB b
Initial and ongoing training and skills refresher programme for all Manager Community
VBFB firefighters and leadership team Preventative Sep-21 Effective Safety, Emergency
Services
Suite of supporting governance and standard operating Manager Community
procedure documents updated regularly in consultation with Preventative Sep-21 Effective Safety, Emergency
VBFB's Services
Incident/ near miss reporting & investigation protocols in place Responsive & Manager Community
N Sep-21 Effective Safety, Emergency
Preventative q
Services
Provision of fit for purpose PPE/C to all VBFB firefighters Manager Community
Preventative Sep-21 Effective Safety, Emergency
Services
Provision of suitable appliances/vehicles with crew protection Manager Community
equipment Preventative Sep-21 Effective Safety, Emergency
Services
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Having suitable chain of command to direct to direct firefighting Manager Community
operations. Preventative Sep-21 Effective Safety, Emergency
Services
Overall Control Ratings: Adequate
Current Actions Due Date Responsibility Status of Issues / Actions / Treatments Comments
Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments
Consequence: Moderate Consequence: | Constant
Likelihood: Possible Likelihood: | Constant
Health
Overall Risk Ratings: Moderate Risk rating trend since last review “
Better or
Indicators Type Guidelines Result CEEDWED || U s.mce Comments
Tolerance last review?
Level?
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Comments Comments
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Supplier and Contract Management

« Vendor sustainability

Inadequate management of external Suppliers, Contractors, IT Vendors or Consultants engaged for core operations. This includes issues
that arise from the ongoing supply of services or failures in contract management & monitoring processes. This also includes:
« Concentration issues (contracts awarded to one supplier)

Potential causes include;

Insufficient funding

Inadequate contract management practices

Complexity and guantity of work

Ineffective monitoring of deliverables

Inadequate tendering process

Lack of planning and clarity of requirements

Contracts not renewed on time

Historical contracts remaining

Suppliers not willing to provide quotes

Limited availability of suppliers

Controls Assurance

Control data,
q Control is Control is Control is up Control is quality &
Reviconticls Type 22t Rating Controliowrey documented? | understood? to date? relevant? integrity have CEMTETS
been validated?
Overall Control Ratings: Not Rated
Current Actions Due Date Responsibility Status of Actions Comments
Consequence Category Risk Ratings Rating Has the Risk Rating Changed since the last review? Comments
Consequence: Not Material C q [ ¢ it
L . . i Likelihood: Not Material Likelihood: | Constant
Service interruption, Financial
Overall Risk Ratings: Not Material Risk rating trend since last review o
Better or
Indicators Type Guidelines Result TEEOWED || U] since Comments
Tolerance | last review?
Level?
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Comments Comments
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8.4

Strategic Risks Review

File Code RM.RAS 1

Author Stan Kocian, Manager Finance and Governance
Senior Employee Garry Bird, Director Corporate Services
Disclosure of Any Nil

Interest

Attachments 1. Strategic Risks 4

2. Risk Matrix I

SUMMARY

The Committee is requested to endorse the Shire’s Strategic Risks Register and
recommend it to Council for its consideration as an input into the forthcoming Integrated
Planning and Reporting (IPR) workshops.

BACKGROUND

As part of a greater focus on risk management in general, the Executive Leadership Team
has reviewed and further developed the Strategic Risks Register.

Strategic risks form part of the Corporate Business Plan (CBP) and are an input into the
annual IPR workshops with Elected Members and relevant staff.

STATUTORY / LEGAL IMPLICATIONS

Nil

POLICY IMPLICATIONS

Strategic risks have been assessed in accordance with Policy 1S-01.
FINANCIAL IMPLICATIONS

Nil

STRATEGIC IMPLICATIONS

Mundaring Strategic Community Plan 2020 - 2030

Priority 4 - Governance

Objective 4.4 — High standard of governance and accountability
Strategy 4.4.3 — Risks are well managed

SUSTAINABILITY IMPLICATIONS
Nil

RISK IMPLICATIONS

Risk: Not reporting strategic risks to the Audit and Risk Committee as part of an actively
maintained Strategic Risk Register increases the risk and possibility of significant risks
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not being identified and managed in a timely manner across all risk impact categories,

more so in the current volatile environment.

Likelihood Conseguence

Rating

Likely Major High

Action / Strategy

Regularly review strategic risks as part of good business practice and ensure regular

reporting to the Audit and Risk

Committee.

Risk: The Strategic Risk Register is not reviewed in a timely manner to coincide with

Council’s consideration of the Register as part of the annual IPR process.

Likelihood Conseguence

Rating

Possible Minor

Moderate

Action / Strategy

The Committee reviews the Strategic Risk Register at the February meeting of the Audit

and Risk Committee.

EXTERNAL CONSULTATION
Nil
COMMENT

Over the past six months the Executive Leadership Team and relevant staff have

thoroughly reviewed the Shire’s strategic risks (Attachment 1) and aligned their treatment
and controls using the same risk matrix (Attachment 2) that is used for operational risks.

20 strategic risks have been analysed across nine categories:

Category

Risk

Control rating

Health/Economic

Lack of planning for,
responding to and recovery
from COVID-19 Pandemic
and global impact.

Effective

Health/Environmental

Lack of planning for
responding to and recovery
from major natural disasters
ie. Bushfire/flooding.

Effective

Economic

Major economic shifts e.g.
global financial crisis.

Effective

Political

Core changes to Local
Government — e.g. rating
powers, boundary changes,
Local Government Act and
other State Legislation.

Effective

Inability to manage
community expectations for

Adequate
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increased service levels

based on capacity to deliver.

Breakdown of relationship
with key external
stakeholders eg, WALGA &
State Government

Adequate

The Strategic Community
Plan (SCP) fails to meet
community expectations.

Adequate

Governance

Breakdown of corporate
governance controls
including systems,
procedures, training &
reporting.

Effective

Corporate governance
failure — breakdown in
relationship between
councillors/ staff;
Council/CEQO; and between
councillors.

Adequate

Harmful effects of
unregulated broadcast
channels (eg. Social media)
which can distort Shire
communications and
increase the spread of this
information.

Adequate

Financial/Services

Breakdown of relationship
with the EMRC

Adequate

Financial

State government changes
to fees, levies, rebates, cost
shifting, and unfunded
service requirements.

Adequate

Increased waste
management costs due to
changes in world recycling
markets and state
government waste
initiatives.

Adequate

Reduced external grants
e.g. Roads to Recovery,
Financial Assistance grants.

Adequate

Inability to fund Asset
Management Plans at
appropriate service levels.

Effective

Environmental

Lack of planning for and
delivery of protection and

Effective
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conservation of natural
areas.

Inadequate local plans and Effective
response to impacts of
Climate Change.

Workforce not fit for purpose | Effective
to deliver on organisational
outcomes and services.

Workforce Industrial action/staff Effective

turnover due to failure to
negotiate industrial
agreements.

Interruption to Services Business interruption Effective

(systems/ people/facilities)
e.g. cyber security breaches,
loss of building

Whilst the purpose of this report is for the Committee to review the Shire’s Strategic Risks,

there is an option for the Committee to workshop these risks with relevant Shire staff
should it wish to do so. However, it should be noted that scheduling a workshop may
cause a delay in the timeliness of Council considering the Shire’s Strategic Risks as an

input into the annual IPR process.

The Shire’s strategic risks register is distinct from its operational risks register. A
comprehensive review of the Shire’s operational risks has also been undertaken by the
Executive Leadership Team. The Shire’s operational risks are categorised under the

following risk themes:

Asset Sustainability Practices

Business & Community Disruption

Failure to Fulfil Compliance Requirements (Statutory, Regulatory)
Document Management Processes

Employment Practices

Engagement Practices

Environment Management

Errors, Omissions and Delays

External Theft and Fraud (including Cyber Crime)
Management of Facilities, Venues and Events

IT, Communication Systems and Infrastructure
Misconduct

Project / Change Management

Safety and Security Practices

Supplier and Contract Management
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The outcomes of the review of the Shire’s operational risks will be presented to the Audit
and Risk Committee at the April Committee meeting.

VOTING REQUIREMENT
Simple Majority

RECOMMENDATION

That the Committee reviews the Shire’s Strategic Risk Register and endorses the register
for Council’s consideration as part of the annual Integrated Planning and Reporting
process.

Due to time constraints, Item 8.3 “Operating Risk Register”, ltem 8.4 “ Strategic Risks
Review” and Confidential Item 10.1 “ Office of the Auditor General — Cyber Security Audit”
will be considered at the next Audit and Risk Committee meeting scheduled for Tuesday,
17 May 2022.
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20/21-23/24 CBP Strategic Risk

Health / Lack of planning Health impact Almost Major Extreme Attention Federal/ State Effective
Economic for, responding to (Society) Certain Required Public Health
and recovery from | Economic impact and COVID-19
COVID-19 (society) Directives
Pandemic and Financial impact implemented with
global impact (Shire) focus on relief
Environmental and recovery
benefit requirements and
. critical service
Inter_ruphon to provision.
service Relief and
People Recovery
Strategy.
Sector- wide
Lobbying and
Advocacy
OP-30 Pandemic
Leave, OP-22
COVID-19 in the
Workplace.
Health/Environ | Lack of planning Financial Unlikely Extreme High Attention State and Local | Effective
mental for responding to People Required Emergency
and recovery from | Natyral Management
major natural environment Arrangements
disasters ie. . Business
Bushfire/flooding erf‘;::ueptlon to Continuity Plan
Property qukfgrce Plan
Reputation (sklis in
emergency
management)
Page 1 of 9
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20/21-23/24 CBP Strategic Risk

LPS4 and
relevant policies
Bushfire
mitigation service
Volunteer
bushfire brigades

MQOU with DFES
Bushfire Area
Access Strategy

Economic Major economic Financial impact Unlikely Moderate Moderate | Monitor LTFP Effective
shifts e.g. global (positive and Integrated
financial crisis negative) planning process
Impact on
community
Loss of service
Political Core changes to Financial Impact — | Possible Major High Attention LTFP Effective
Local Government | revenue, Required Sector wide
—e.g. rating compliance and Lobbying and
powers, boundary | interruption to Advocacy
changes, Local service Strategy e.g.
Government Act WALGA
and other State Input into LG Act
Legislation review
Actively monitor
legislative
changes.
Stakeholder
relationship
management
plan.
Page 2 of 9
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Attachment 1 to Report 8.4

20/21-23/24 CBP Strategic Risk

Political Inability to manage | Reputation Almost Certain | Moderate High Attention LTFP/IPR Adequate
community Required process
expectations for Strategic
increased service Community Plan
levels based on Community
capacity to deliver Engagement
Framework
Community/Busi
ness Perception
Survey
Resident
&Ratepayer
forums.
Ongoing
communication
around existing
capacity and
services.
Political Breakdown of Financial impact - | Unlikely Major Moderate | Monitor Stakeholder Adequate
relationship with revenue, Relationship
key external interruption to Management
stakeholders eg, service, reputation Plan,
WALGA & State WALGA Zone
Government Membership
Page 3 of 9
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Attachment 1 to Report 8.4

20/21-23/24 CBP Strategic Risk

Financial/ Breakdown of Financial impact Possible Major High Attention Membership of Adequate
Service relationship with revenue. Required EMRC.
the EMRC. Interruption to Relationships
service with Swan and
Kalamunda
Stakeholder
Relationship
Management
Pan),
Waste Reserve
EMRC
establishment
agreement
Political The Strategic Reputational Possible Moderate Moderate | Monitor IPR framework Adequate
Community Plan Community
(SCP) fails to meet Engagement
community Strategy to
expectations. develop SCP
Governance Breakdown of Financial, Unlikely Extreme High Attention Systems, Effective
corporate compliance, required procedures,
governance reputation training and
controls including reporting.
systems, Governance
procedures, Framework,
training & reporting Annual
compliance audit
return, internal
and external
audits, Audit and
Risk Committee
(ARC). External
Page 4 of 9
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Attachment 1 to Report 8.4

20/21-23/24 CBP Strategic Risk

membership on
ARC.
Governance Corporate Reputation, Unlikely Moderate Moderate | Monitor Codes of Adequate
governance failure | financial, Conduct,
— breakdown in compliance legislative
relationship separation of
between powers,
councillors/ staff; regular
Council/CEO; and President/CEQ
between liaison,
councillors CEO Annual
Performance
Review process
Induction
programs for
elected members
and staff,
Admin-01
Communications
between Elected
Members and
Employees
Complaints
Management
Policy
Governance Harmful effects of | Reputational Almost certain | Moderate High Attention Social Media
unregulated People Required. plan and
broadcast channels adequate
(eg. Social media) resourcing.
which can distort
shire
Page 50of 9
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Attachment 1 to Report 8.4

20/21-23/24 CBP Strategic Risk

communications

Use of Social

and increase the Media OP-40
f.spread o_f this Code of Conduct
information. Training of staff
and elected
members.
Financial State government | Financial Impact — | Likely Moderate High Attention LTFP Adequate
changes to fees, revenue / Required Sector wide
levies, rebates, Expenditure Lobbying and
cost shifting, and Reputational Advocacy
unfunded service Strategy e.g. via
requirements. WALGA
Communicate
local impact
assessment of
state and federal
budgets.
Financial Increased waste Financial impact Possible Major High Attention LTFP Adequate
management costs | Environmental Required Regional Waste
due to changes in | impact Education
world recycling Steering Group
markets and state Waste Plan
_gc_)\fer_nment waste Participation in
initiatives EMRC.
Page 6 of 9
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Attachment 1 to Report 8.4

20/21-23/24 CBP Strategic Risk

Financial Reduced external Financial impact Possible Moderate Moderate | Attention LTFP/AMP/ Adequate
grants e.g. Roads Required Integrated
to Recovery, planning process
Financial Lobbying and
Assistance grants Advocacy e.g.
via ALGA ,
WALGA
Service
Evaluation /
accreditation
Financial Inability to fund Financial Unlikely Moderate Moderate = Monitor LTFP/ Integrated | Effective
Asset Management planning
Plans at _ Rigour of Council
appropriate service prioritisation
levels Rigour of project
management
Asset
Management
Plans
Environmental Lack of planning Financial Possible Moderate Moderate  Monitor LPS4 Effective
for and delivery of | Natural
protection and Environment Development of
conservation of Property Local Biodiversity
natural areas Reputation Strategy
Friends Group
Strategy
Eastern Region
Catchment
Management
Program
Page 7 of 9
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Attachment 1 to Report 8.4

20/21-23/24 CBP Strategic Risk

Landcare and
verge control
services

Environmental

Inadequate local
plans and
response to
impacts of Climate
Change

Environment
People
Financial

Likely

Major

High

Attention
required

Local Climate
Change
Adaptation
Action Plan
Regional Climate
Change
Adaptation
Action Plan
LPS4

Drainage
capacity program
Annual reporting
on the Energy
Emissions
Reduction
Strategy,
Environmental
Sustainability
Policy.

Climate
Emergency
Declaration

Effective

Workforce

Workforce not fit
for purpose to
deliver on
organisational
outcomes and
services

People
Financial

Interruption of
service

Unlikely

Moderate

Moderate

Monitor

Regular Service
Reviews
Workforce
Plan/Planning

Effective

Page 8 of 9
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Attachment 1 to Report 8.4

20/21-23/24 CBP Strategic Risk

Integrated
Planning process

Workforce Industrial action/ Financial impact, Unlikely Major Moderate | Monitor LTFP Effective
staff turnover due interruption to Workforce Plan
to failure to service, reputation (WFP)
negotiate industrial Engage IR
agreements support
Fair Work
Commission.
Interruption to Business People Possible Moderate Moderate = Monitor Business Effective
Services interruption Interruption to Continuity Plan
(systems/ people/ | service Insurance,
facilities) e.g. cyber Annual reviews
security breaches, Asset
loss of building Management
Plan
Local Emergency
Management
resources
ITC Systems &
Controls
Page 9 of 9
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Attachment 2 to Report 8.4

Risk Assessment and Acceptance Criteria

MEASURES OF CONSEQUENCE
PROPERTY
INTERRUPTION REPUTATION - NATURAL FINANCIAL | PROJECT |PROJECT
GG1LA PEOPLE | "o SERVICE (Social / Community) COMPLIANCE | (Plart, Fument, | ENVIRONMENT | IMPACT TIME cosT
: ‘ Unsubstantiated, localised . . . Exceeds Exceeds
Insignificant N Mi . :'lo mallterlaILser\fltche low impact on community No nclatllceable Inconsequential Qontal?ed, revt;rslgle Less than deadline by project
(1 car-iss | interrup ?:Duress an trust, low profile or no media stl:tg?oa c::r!: oard damage. m;ﬂa;t ;n lir;ag nse y $10,000 5% of project | budget by
item Y Imp: po! timeline 2%
- - Localised damage - . Exceeds Exceeds
Minor First Aid i’t];frlutﬁgnle'gggﬁw in?ugélao:"géen?ﬁwlﬁﬁiétl;ﬁregst Some temporary rectified by routine C:;nt:é?ergé;e;vzﬁlgle $10,000 - deadline by project
(2) Treatment I P d <_ 14 °9 p | dia it non compliances internal ) ‘: I 9 y $100,000 10% of project| budget by
Cleare ay or low meaia em procedures Internal response timeline 59
Short term non-
: Medium term : : X )
Medical . Substantiated, public compliance but with | Localised damage . . Exceeds Exceeds
Moderate | treatment/ Lost tfn;gglr(elu(r)y Eg:ggtg’" embarrassment, moderate significant requiring external ?r?,'nt:é?erﬁér'zvzrj"gle $100,001 to | deadline by project
(3) time injury ad ditiona?resourcesy‘c impact on community trust regulatory resources to e)rtlternal 3 e%cies"' $350,000  |15% of project| budget by
<30 Days 1 week or moderate media profile requirements rectify g timeline 7.5%
imposed
Prolonged " Non-compliance Uncontained,
Lost time injury interruption of embsagst:m::fd\:vi%%zl;:read results in Significant damage | reversible impact d EngEdsl; Exceeds
Major >30Days/ | services — additional high impact on community termination of requiring internal & managed by a $350 000 to ezaou:,n'zf Y | project
(4) temporary resources; trust, high media profile, third services or external resources coordinated $2.0M " o'l‘cl budget by
disability | performance affected " party actions imposed penalties to rectify response from t?mejline 15%
< 1 month to Shire [ Officers external agencies
. . Extensive damage
Ind?ctalle;nmlggt © Substantiated, public rgsirllt;:%n’;ﬁihitni)i requiring . Exceeds Exceeds
Extreme Fatality, ingermpt?on of embarrassment, widespread criminal chargges orr prolonged period Uncontained deadline by project
(5) p;irsl‘gab:l‘ll:nt services lc:zifji Clin;g“:nn:ﬁ}'i tlr:sr:‘,] ez:gh significant damages of restitution ireversible impact >$2.0M 25% of project| budget by
¥ non- performance profilz third parts actions or penalties to Shire /| Complete loss of timeline 20%
=1 month ' Officers plant, equipment &
building
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Attachment 2 to Report 8.4

MEASURES OF LIKELIHOOD

Level Rating Description Frequency
5 Almost Certain The event is expected to occur in most circumstances More than once per year
4 Likely The event will probably occur in most circumstances At least once per year
3 Possible The event should occur at some time At least once in 3 years
2 Unlikely The event could occur at some time At least once in 10 years
1 Rare The event may only occur in exceptional circumstances Less than once in 15 years
RISK MATRIX
Consequence Insignificant Minor Moderate Major Extreme
Likelihood 1 2 3 4 5
Almost Certain 5 Moderate (5)
Likely 4 Moderate (8)
Possible 3 Moderate (6) Moderate (9)
Unlikely 2 Moderate (6) Moderate (8)
Rare 1 Moderate (5)
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Attachment 2 to Report 8.4

RISK ACCEPTANCE

Risk Rank Description Criteria Responsibility

MODERATE Risk acceptable with adequate controls, managed by specific procedures and .
- ; Service Manager
(5-9) subject to semi-annual monitoring

EXISTING CONTROL RATINGS

Rating Foreseeable Description

Processes (Controls) operating as intended and / or aligned to Policies &
Effective There is little scope for improvement. Procedures; are subject to ongoing maintenance and monitoring and are being
continuously reviewed and tested.

Whilst some inadequacies have been identified, Processes (Controls) are in

Adequate There is some scope for improvement. place, are being addressed / complied with and are subject to periodic review and
testing.
A need for corrective and / or improvement Processes (Controls) not operating as intended, do not exist, or are not being
Inadequate ) ; - N : -
actions exist. addressed / complied with, or have not been reviewed or tested for some time.
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8.5

2021/22 Audit Entrance Meeting with the Office of the Auditor General

File Code FILAUD 2122

Author Stan Kocian, Manager Finance and Governance
Senior Employee Garry Bird, Director Corporate Services
Disclosure of Any Nil

Interest

Attachments Nil

SUMMARY

The purpose of this report is to provide the Committee with a summary of the 2021/22
audit entrance meeting with the Office of the Auditor General (OAG) and its audit sub-
contractor Moore Australia. The entrance meeting was held 29 March 2022 and covered:

1. The audit scope and methodology;
2. Key Audit Risks and Focus Areas; and
3. Key Deliverables and Timetables

BACKGROUND

The 2021/22 audit entrance meeting was held 29 March 2022 with the following people in
attendance:

e Indika Dias, OAG Audit Contract Manager;

e Greg Godwin, Moore Australia Audit Engagement Partner;

e Rohan Nagaich, Moore Australia Audit Engagement Manager;

e CrJames Martin, Shire President

e Craig Wilkinson, Chairperson Audit and Risk Committee

e Megan Griffiths, Acting CEO

e Stan Kocian, Manager Finance and Governance
STATUTORY / LEGAL IMPLICATIONS

The Local Government Act 1995 sets out the requirements for the preparation of the
annual financial report as follows:

e Section 6.4 (1) and (2) - requires the Shire to prepare an annual financial report for the
preceding financial year which is to be presented in the manner and form prescribed.

e Section 6.4(3) - requires the Shire to submit to its auditor the accounts balanced up to
the last day of the preceding financial year and the annual financial report by 30
September.

e Section 5.53(2) - requires the Shire to prepare an annual report that includes the
financial report for the financial year and the auditor’s report for the financial year.

Regulation 10 of the Local Government (Audit) Regulations 1996 stipulates what is to be
included in the auditor’s report.
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POLICY IMPLICATIONS

Nil

FINANCIAL IMPLICATIONS

Nil

STRATEGIC IMPLICATIONS

Mundaring Strategic Community Plan 2020 - 2030

Priority 4 - Governance

Objective 4.4 — High standard of governance and accountability

Strategy 4.4.8 — Compliance with the Local Government Act 1995 and all relevant
legislation and regulations

SUSTAINABILITY IMPLICATIONS
Nil
RISK IMPLICATIONS

Risk: Financial and reputational. Risk of material misstatement of the Shire’s
financial position and performance

Likelihood Consequence Rating

Rare Major Low

Action / Strategy

The audit of the Shire’s financial report is undertaken by an external auditor,
the OAG, to mitigate the risk of material misstatement of the Shire’s financial
position and performance.

EXTERNAL CONSULTATION

Nil

COMMENT

The purpose of the audit entrance meeting was for the OAG to outline:
1. The audit scope and methodology;
2. The key audit risks and focus areas; and
3. The key deliverables and timetables

Audit Scope
The primary scope and objective of the audit is to express an opinion as to whether the

Shire’s annual financial report is free from material misstatements (whether due to fraud or
error) and is prepared in accordance with applicable Australian Accounting Standards, the
Local Government Act 1995 and the Local Government (Financial Management)
Regulations 1996.

The audit will also report on the following matters in accordance with Reg 10(3) of the
Local Government (Audit) Regulations 1996:
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« significant adverse trends in the financial position or the financial management practices
of the Shire;

* non-compliance with Part 6 of the Local Government Act 1995, the Local Government
(Financial Management) Regulations 1996;

» whether all required information and explanations were obtained by the auditor;

» whether all audit procedures were satisfactorily completed in conducting the audit; and

» whether the calculation of the asset consumption and asset renewal ratios were
supported by verifiable information and reasonable assumptions.

Summary of Audit Methodology

Moore Australia, as the sub-contractor, will conduct their audit using their national
methodology and audit automation system which are underpinned by policies, procedures
and templates to ensure the appropriate level of consistency and quality is achieved.

The audit methodology focuses on the Shire’s underlying business risks, recognising that
audit risk is affected by the business risks of the Shire, as well as by how well
Management and Council address those risks.

Key Audit Risks and Focus Areas

As part of their preliminary risk assessment, Moore Australia we have identified key audit
risks based on their extensive knowledge of the Shire, the industry and issues faced by
metropolitan local governments. This risk assessment process is designed to ensure that
they focus their audit work on the areas of highest risk.

Set out below is an overview of what the auditors have identified as the key audit risks and
focus areas for the audit of the Shire’s financial report for the year ended 30 June 2022.

e Property, Plant & Equipment and Infrastructure - There is a significant industry
risk given the nature of assets held and judgement applied in determining
fair values as well as depreciation expense. As at 30 June 2021, the Shire
reported a total property, plant and equipment and infrastructure of $402.6 million.

e Accounting for Rehabilitation Costs - The Shire operates the Mathieson
Road waste transfer station. There is a present obligation to rehabilitate/make good
at the end of the asset’s useful life under the licence. Accounting for rehabilitation
costs involves a degree of management estimation and uncertainty in their
calculation in respect of inflation rate, discount factor and work costs. There is a risk
that the asset and the related liability may not be recognised in accordance with
AASB 116 Property, plant and equipment and AASB 137 Provisions, Contingent
Liabilities and Contingent Assets. As at 30 June 2021, the Shire reported a total
provision of $150k.

e Revenue - The Shire’s main sources of revenue are rates, fees and charges and
government grants. Given the variety of revenue streams, there is a risk that
revenue may not be recognised in accordance with AASB 15 and AASB 1058.

For the year ended 30 June 2021, the Shire recognised $29.1 million in rates, $6.6
million in operating grants, $3.6 million in capital grants, $11.3 million in fees and
charges and $1.7 million in contract liabilities.

e Employee Benefit Provisions - Provisions for annual leave and long service leave
involves a degree of management estimation and uncertainty in their calculation in
respect of inflation rates, discount factors, timing and probabilities of
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settlement. There is risk that these liabilities may not be captured completely and
recognised in accordance with AASB 119: Employee Benefits. As at 30 June 2021
the Shire reported total provisions of $3.8 million.

Expenditure - Expenditure forms a large part of a local government’s operations.
This takes the form of both operating and capital. For the year ended 30 June 2021,
the Shire recognised Employee costs of $20.0 million, Materials and contracts of
$18.8 million and Depreciation on non-current assets of $7.7 million.

Management override of controls - Management is involved in the day to day
operations and monitoring of the business, which gives them the ability to
manipulate accounting records and manipulate financial disclosures by overriding
controls in place. Due to the unpredictable way in which such overrides could occur
there is a potential fraud risk.

Related Party Disclosures - The Shire disclosed the following related party
transactions for the year ended 30 June 2021; Elected Members Remuneration of
$383k, Key Management Personnel Compensation of $1.2m and Transactions with
related parties of $3.3 million.

IT General Controls - The Shire uses Authority as the key accounting package for
its financial reporting purposes. The integrity of financial information relies on the
security, integrity and reliability of an organisation’s information technology
environment.

Significant Adverse Trends - Statutory reporting of any material matters that
indicate significant adverse trends in the financial position of the Shire relating to
the requirements of Local Government (Audit) Regulation 10(3) (a).

Accounting for Investment in Associate - The Eastern Metropolitan Regional
Council (EMRC) is an associate and the Shire has a share in the net assets of this
entity. Investment in associates must be accounted for using the “equity method” in
accordance with AASB 128 Investments in Associates and Joint Ventures.

As at 30 June 2021 the Shire reported a total investment in associate of $19.2
million.

Key Deliverables and Timetable

The following timetable is a broad outline of the key deliverables and timing aspects of the

audit:

Engagement Activity Timing

Audit Planning March 2022
Entrance Meeting 29 March 2022
Interim Audit Visit 4 — 6 April 2022

Interim management report (if any matters to be
reported)

End April 2022

Receipt of complete and balanced draft financial

30 September 2022
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report

Final Audit Visit

4-7 October 2022

Issuance of Audit Concluding Memorandum

Early November 2022 (TBC)

Concluding (Exit) Meeting

Mid November 2022 (TBC)

Date CEO sign off on financial statements

Mid November 2022 (TBC)

Final sign-off of Auditor’s report & management
report

Mid November 2022 (TBC)

VOTING REQUIREMENT
Simple Majority

COMMITTEE DECISION ARCA4.04.22
RECOMMENDATION
Moved by Cr Jeans Seconded by Mr Wittcomb

That the Committee notes the summary of the 2021/22 audit entrance meeting, which was

held 29 March 2022, with the Office of the Auditor General (OAG) and its audit sub-

contractor Moore Australia.

CARRIED 6/0

For: Mr Wilkinson, Cr Martin, Mr Wittcomb, Ms Green, Cr McNeil and Cr Jeans

Against: Nil

26.04.2022 AUDIT AND RISK COMMITTEE CONFIRMED MINUTES

143




8.6

Audit and Risk Committee Action Items - Status Report

File Code GV.MTG.6.1

Author Stan Kocian, Manager Finance and Governance
Senior Employee Garry Bird, Director Corporate Services
Disclosure of Any Nil

Interest

Attachments Nil

SUMMARY

An update on the status of Audit and Risk Committee action items is provided for the
information of committee members.

BACKGROUND

A number of matters have previously been considered by the Audit and Risk Committee,
several of which required follow up actions.

STATUTORY / LEGAL IMPLICATIONS

There are statutory or legal implications for some of the action items above. Please refer to
the minutes of the meeting at which the matter was considered for further information.

POLICY IMPLICATIONS

There are policy implications for some of the action items above. Please refer to the
minutes of the meeting at which the matter was considered for further information.

FINANCIAL IMPLICATIONS

There are financial implications for some of the action items above. Please refer to the
minutes of the meeting at which the matter was considered for further information.

STRATEGIC IMPLICATIONS

Mundaring Strategic Community Plan 2020 - 2030

Priority 4 - Governance

Objective 4.4 — High standard of governance and accountability
Strategy 4.4.3 — Risks are well managed

SUSTAINABILITY IMPLICATIONS

There are sustainability implications for some of the action items above. Please refer to the
minutes of the meeting at which the matter was considered for further information.

RISK IMPLICATIONS

Risk: That action items from the Committee are not completed and expose Council to the
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risks being addressed by the item.

Likelihood

Consequence

Rating

Possible

Moderate

Moderate

Action / Strategy

That staff update the Committee regularly on progress towards completing the required

actions.

EXTERNAL CONSULTATION

Nil

COMMENT

The following matters have previously been considered by the Audit and Risk Committee,
with follow up actions required.

MEETING RESPONSIBLE | ACTION STATUS -
REFERENCE OFFICER 19 APRIL 2022
26.5.20 Item 8.3 Director Draft Contract Contract Management
: ; Corporate Management Policy by | Policy adopted by
Auditor General's | oo Vices 30 June 2021 and Council 9 March 2021

Report — Contract
Extensions and
Variations

Related
17.05.21

Internal Audit
Report Contract
Management

Guidelines 30 June
2022.

(C5.03.21).

Guidelines still to be
drafted. It is envisaged
this task will be
undertaken by the new
Contract Officer
position.

The initial recruitment
process failed to attract
a suitable candidate.
The position description
has been reviewed and
a second recruitment
process will be
undertaken in June
2022.

The self-imposed
deadline of 30 June
2022 to have the
Guidelines completed
will not be able to be
met. Deadline to be
revised once second
recruitment process
has been undertaken
and a successful
candidate is appointed
to the position.
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16.02.21 Item 8.3 Director Present the Presented at the
Audit and Risk Corp_orate or_ganlsatlon S _Strat_eglc Februgry 2022 _
Committee Self- Services Risks as contained in Committee Meeting,
Assessment the Corporate Business | however this item was
Plan to the Committee | deferred to the April
for review annually in meeting. Item
August, prior to presented at the April
commencing the meeting in conjunction
corporate business with operating risks (as
planning process. a separate item).
17.08.21 Item 8.5 Director Update OP-02 “IT To be completed by 31
: Corporate Usage and Security” by | December 2022.
WA Auditor :
General's Report — Services 31 December 2021.
Local Government
Computer Controls
17.08.21 Item 8.5 Director Ongoing security Completed. New cyber
WA Auditor Corp'orate training and security training. '
, Services development for staff software subscription
General’'s Report — .
and IT systems by 31 has been acquired and
Local Government March 2022 online training has
Computer Controls been rolled out to staff
in January/February
2022. Training will be
ongoing.
17.08.21 Item 8.5 Director Source and implement | Completed.
WA Auditor gorp_orate vu:c?erablltl)ty sr)rionltorlng
General’'s Report — ervices S[‘)O warg y202 1
Local Government ecember '
Computer Controls
17.08.2021 Item 8.7 | Director Compliance Audit Completed. Presented
: Corporate Return as per at the February 2022
Internal Audit Plan Services Regulation 15 of the Committee Meeting.
2021-22 . :
Audit Regulations.
17.08.2021 Item 8.7 | Director Review of internal ICT | Revised 4 year Internal
: Corporate systems for efficiency Audit Plan presented at
Internal Audit Plan Services and cost by June 2022. | April 2022 Committee
2021-22 :
Meeting.
17.08.21 Item 8.8 Director Unbudgeted additional | Completed. Included as
Chart of Accounts Corp_orate funds fo_r the projectto | part of the mld-year
Proi Services be considered at mid- budget review
roject o : .
year budget review in considered by Council
February 2022. 8 March 2022. Funding
approved by Council.
8.12.21 Item 8.1 Director Policy to be re- Policy reviewed by
- ) Strategic and presented to the Audit | Committee 8 December
Ei\rﬁer}nvng{tfgu%ing Community and Risk Committee in | 2022 and
Services April 2022. recommended to

Policy

Council.
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Council considered the
policy at the January
2022 Council Meeting
and resolved:

That the Policy CD-02
Community Funding be
referred back to the
Audit & Risk Committee
to review the structure
and intent of the Policy
with specific regards to
the multi-year funding
agreements.

Policy to be reviewed
and presented to the
June 2022 Committee

meeting.
25.01.2022 Item 8.2 | Director Status of action items No progress has been
. Statutory to be reported back to | made on action items
::\r,] é%r:ﬁ I_AUdlt Services Committee on a to date. A detailed
Infringements guarterly basis post status report will be
February 2022. provided to the
Committee in June
2022.
VOTING
Simple Majority
COMMITTEE DECISION ARC5.04.22
RECOMMENDATION
Moved by Ms Green Seconded by Cr McNeill

That the Committee receives the Action Items Status Report as at 19 April 2022 and notes
the actions undertaken.

CARRIED 6/0
For: Mr Wilkinson, Cr Martin, Mr Wittcomb, Ms Green, Cr McNeil and Cr Jeans
Against: Nil
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9.0 URGENT BUSINESS (LATE REPORTS)

Nil

10.0 CONFIDENTIAL REPORTS

The Local Government Act 1995, Part 5, Section 5.23 states in part:

(2) If a meeting is being held by a council or by a committee referred to in subsection
(2)(b), the council or committee may close to members of the public the meeting, or
part of the meeting, if the meeting or the part of the meeting deals with any of the
following —

a matter affecting an employee or employees; and
the personal affairs of any person; and

a contract entered into, or which may be entered into, by the local government
and which relates to a matter to be discussed at the meeting; and

legal advice obtained, or which may be obtained, by the local government and
which relates to a matter to be discussed at the meeting; and

a matter that if disclosed, would reveal —

(@)
(b)
(€)

(d)
(e)

(f)

(9)
(h)

(i
(ii)
(iii)

a trade secret; or
information that has a commercial value to a person; or

information about the business, professional, commercial or financial
affairs of a person, where the trade secret or information is held by, or is
about, a person other than the local government; and

a matter that if disclosed, could be reasonably expected to —

(i)

(i)
(iif)

impair the effectiveness of any lawful method or procedure for preventing,
detecting, investigating or dealing with any contravention or possible
contravention of the law; or

endanger the security of the local government’s property; or

prejudice the maintenance or enforcement of a lawful measure for
protecting public safety; and

information which is the subject of a direction given under section 23(1a) of the
Parliamentary Commissioner Act 1971; and

such other matters as may be prescribed.

RECOMMENDATION

That Council Closes the meeting to members of the public, in accordance with s5.23(2) of
the Local Government Act 1995, in order to consider the confidential reports as detailed

below:

10.1 Office of the Auditor General - Cyber Security Audit

Item 10.1 is considered confidential in accordance with the Local Government Act 1995
section 5.23(2) (f(ii)) as it contains information relating to a matter that if disclosed, could
be reasonably expected to endanger the security of the local government’s property.
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Due to time constraints, Item 8.3 “Operating Risk Register”, ltem 8.4 “ Strategic Risks
Review” and Confidential Iltem 10.1 “ Office of the Auditor General — Cyber Security Audit”
will be considered at the next Audit and Risk Committee meeting scheduled for Tuesday,
17 May 2022.

11.0 CLOSING PROCEDURES
11.1 Date, Time and Place of the Next Meeting

The next Audit and Risk Committee meeting will be held at 4.00 pm, Tuesday 17 May
2022 in the Committee Room, 7000 Great Eastern Highway, Mundaring.

11.2 Closure of the Meeting

The Presiding Person declared the meeting closed at 5.19pm.
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